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Preface

Welcome to the M2M API SDK manual!

This manual is a collection of topics related to develop code using all the advanced features of Orange™ M2M API
with our SDK.

Note : M2M API is also known as Malima APl

By the end of this manua you will be able to make advanced applications using our API. You will discover the
implementation details (architecture and libraries used) of SDK we made for you. Our SDK has been designed to hide
all the complexity of the underlying WebService communication and to help leverage the power of Object Oriented
Programming.

You will first learn how to setup your machine, then how to configure the SDK and finally how to use every single
methods provided by the API.

Y ou will find some code snippets that are ready to go, just copy and paste the code into your favorite | DE!
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Chapter 1. Overview

1. Features

The M2M webservice offers away of managing SIM cards set, during the construction phase, the setting phase,
or the operating phase.

M2M API offersthe following features:

» Get the data set of a SIM card and refresh it.

* Get SIM information according to a collection of up to 100 line identifiers.

 Search SIM information.

» Update aset of SIM referencias, including devices and machines.

» Update aset of SIM status.

* Request for aset of SIM traffic in aperiod of time.

» Get the network covering status into an area defined by its latitude and longitude.

* Get the diagnostic analysis of a SIM card, including the network area covering the SIM card.
* Request for aSIM card set of statistics by session in a period of time.

2. Concepts

The provided services are web services included in a Software Development Toolkit, that can be inserted
in software applications. They allow automating the deployment and the management of a set of machines,
embedding SIM cards, and exchanging datawith a central server thanks to a mobile connection (GSM / GPRS).

Two kind of actors are concerned by the Orange M2M services:

» The operator of the machines set, who expresses functional demands in relation to his management
applications.
» The developers who insert these services in the given application.

Tip

Please note that some operations are done in asynchronous mode. They need a long time treatment (in
case of M2M updates for example). A ticket number is returned when the method is called. Later, this
ticket number can be used to get final result. Please use these operations very carefully. Asthe methods
can belong lasting, it isunnecessary to requirethe operation result using theticket number too frequently
and too early after getting ticket number. A small figure below explain how to query your result.
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M2M API for .NET - Overview

Figure 1.1. Example of asynchronous sequence call with result get later

result ready,

APl — L. e Long APl treatrment -} Delete resuli] ...................
Ee;u;n Too early | Too early !i Here Result delsted |
#';:2; i you are
Submit Get Get E Get Get
query result result ! result result
. #123 #123 VO#23 #123
Clent—-—— 1> " ly “ly R ooy
[ )
 Asking for result too early is a waste of time | i
| | .
iF'Iease let a delay to the APl to make its treatment. i time
| .
i

0 sec N secs

. Business
Version 1.0.6-000 2 el =N Services




Chapter 2. Prerequisites

Before getting started, please read the information of this document, and follow any installation / download instructions.
You'll be then ready to move onto the 'getting started' section.

In this chapter you will learn how to get your credentials. Then, we will explain how to have a well configured .NET
environment.

1. What you need to consume M2M APl web service

To accessthe M2M AP, you first have to get from Orange some credentials. Once you have these items, please
keep them, they will be necessary to accessthe M2M API.

1.1. API access credentials needed

This section focuses on how to access the APl and consume the webservice.

Developing with the API, you'll need:

» Service URLs: the URLsto consume the webservices
» Access Key and Access Key Password for basic authentication.

1.2. M2M API requirements

Y ou will need the relevant end point URL when using the API. You need to use different URLSs for different
functionalities of your devel opment.

The following table recaps the WSDL endpoint locations depending on the M2M functionality you are working

with.
Table 2.1. Which endpoint should | use?

Functionality URL
Subscription Status https: //iosw-ba.francetel ecom.comVMLM/SubscriptionSatus-1
Connectivity Directory https: //iosw-ba.francetel ecom.com/MLM/ConnectivityDirectory-1
Sim Lifecycle Management | https://iosw-ba.francetelecom.comVMLM/S mLifecycleManagement-1
Consumption Tracking https: //iosw-ba.francetel ecom.comyMLM/ConsumptionTracking-1
Network Status https: //iosw-ba.francetel ecom.comyMLM/Networ kStatus-1
Incident Diagnostics https: //iosw-ba.francetelecom.com/MLM/IncidentDiagnostics-1
Session History https: //iosw-ba.francetel ecom.comYMLM/SessionHistory-1

Download and install the server certificate from M2M API on your machine in order to authenticate your
application for the Secure Socket Layer (SSL).
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M2M API for .NET - Prerequisites

2. Manage certificates

2.1. Secured Communication

HTTPS (Hypertext Transfer Protocol over Secure Socket Layer, or HTTP over SSL) isaWeb protocol designed
to encrypt and decrypt page requests as well as the pages that are returned by the Web server.

The communication between your machine and the API will be secured by a SSL server certificate over the
regular HTTP protocol. Practically this means you will have to go through HTTPS endpoints and you will have
to use the SSL certificate we've made available for you. It isnamed or angeapi . cer.

2.2. Use a certificate in .NET

.NET usesthe Windows certificate store, thus, you haveto install the Orange API certificates on your computer:

 First, download the Orange API certificates (or angeapi . cer and or angeapi r oot . cer) from the
Orange Partner website.
» Then, double-click on the root certificate (or angeapi r oot . cer) to start the installation process:

Figure 2.1. Certificateinstallation - step 1

Certificat

Général | Détails | Chemin d'accés de certification

Informations sur le certificat

¥Yous ne pouvez pas faire confiance a ce certificat racine de
I'Autorité de certification. Pour activer la confiance,
installez ce certificat dans le magasin d"Autorités de
certification de la racine de confiance.

Délivré a: 10SW Root CA

Délivré par : IOSW Root CA

¥alide a partir du 14/05/2007 jusqu'au 11/05/2017

Installer le certificat...

Click on the "Install the certificate" button and follow the on-screen instructions.

. Business
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M2M API for .NET - Prerequisites

Figure 2.2. Certificateinstallation - step 3

Assistant Importation de certificat

Magasin de certificats
Les magasins de certificats sont des zones systéme ol les certificats sont stockés,

‘Windows peut sélectionner automatiquement un magasin de certificats, ou vous pouvez
spécifier 'emplacement du certificat,

(%) Sélectionner automatiquement le magasin de certificats selon le type de certificat

() Placer tous les certificats dans le magasin suivant

< Précédent ” Suivant = ] [ Annuler

Let Windows choose the appropriate certificate store and click "Next".

Validate your parameters by clicking the "Finish" button. A message box will ask you to confirm the
installation of the root certificate in the certification authority store:

Figure 2.3. Certificateinstallation - step 5

Avertissement de sécurité J

'i Wous ékes sur le point dinstaller un certificat & partir d'une autorité de certification {CA) demandant & représenter :
L
IOSW Roaok C&

Windows ne peut pas valider que le certificat vient réellement de "IOSW Root CA", Yous dewvriez confirmer son origine en contactant "IOSW Root
CA",Le numeéro suivant va vous aider & effectuer cette tache @

Apercu (shal) : 18A3C24F CESC1ASF FE7702F5 B203ESEE ASCDF4ES

Avertissement ;
Si vous installez ce certificat racing, Windows va automatiquement approuver tout certificat émis par cette autorité de certification, Linstallation

Youlez-vous installer cette certification #

Accept by clicking "Yes'. Windows will automatically install the certificate for you.
» Finaly, double-click on the broker certificate (or angeapi . cer) to start theinstallation process and follow
the previous instructions.
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M2M API for .NET - Prerequisites

Figure 2.4. Certificateinstallation - step 1
Certificat

Genéral | Détails | Chemin d'acces de certification

Informations sur le certificat

Windows ne dispose pas des informations suffisantes pour
vérifier ce certificat.

Délivré a: TOSW Broker Chy

Délivré par : I0SW Root CA

¥alide a partir du 14/05/2007 jusquau 11/05/2017

Installer le certificat. ..

Y ou are now ready to use the Orange API through HTTPS.

Asfor now, the server certificateis not valid. Therefore, you have to make your application trust this certificate
by adding the following lines:

/1 Add the followi ng |ine once before using the Orange APIs
//(at start-up in the main nmethod for exanple)
Ser vi cePoi nt Manager . Server Certifi cateVal i dati onCal | back = new
System Net . Security. RemoteCertificateValidationCallback(RenoteCertificateValidationCB);

/1 Add the RenoteCertificateValidati onCB net hod

public static bool RenoteCertificateValidationCB(
Cbj ect sender,
System Security. Crypt ography. X509Certificates. X509Certificate cert,
System Security. Cryptography. X509Certificates. X509Chai n chai n,
System Net . Security. Ssl PolicyErrors Errors)

{

/1 You can add security controls here.

return true;

}

3. .NET environment

In order to use our SDK, you must have the .NET framework 3.5 installed on your system. Y ou can find .NET
framework downloads on Microsoft website.

We encourage you to use Integrated Development Environment (IDE) which will ease your everyday work with
programming.

Business
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http://msdn.microsoft.com/en-us/netframework/aa569263.aspx

M2M API for .NET - Prerequisites

Y ou can obviously use Microsoft Visual Studio 2008 if you have already registered a copy.

Y ou can al'so download free IDE like Microsoft Visual Studio Express Editions, SharpDevel op or MonoDeve op.

4. Proxy and firewall settings

In order to use our APIs, you have to check your proxy and firewall settings.

Thefirewall basically inspects network traffic passing through it. It may deny passage based on how rules have
been set by your system administrator. We recommend to first check with the administrator if the port is open
and if the URL request won't be blocked. Once the proxy and firewall are well set, we encourage you to test
the network with a simple function that takes a few easy-to-build parameters and just returns a status. This will

allow you to verify that eveything is working fine.

- Busipess
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http://www.microsoft.com/express/Downloads/
http://www.icsharpcode.net/OpenSource/SD/Download/
http://monodevelop.com/Download

Chapter 3. Install and Setup

To kick-start your development download the .NET SDK. The reference manual (generated by Sandcastle) is aso
availablein the ZIP of the SDK.

1. Install M2M SDK in .Net

Y ou can use the SDK in your main application project either by creating anew project in your solution including
the shipped sources and referencing it, or by directly referencing the shipped libraries.
The SDK contains the following libraries:

* Orange. Api . Common. dl | and Or ange. Api . Mal i ma. dI | (the corelibraries),
* l og4net. dl | fromthe Apache Logoing Services project to add logging capabilites to your application.

Warning

These libraries are al mandatory.

2. Configure SDK

The SDK is shipped with a configuration file that stores all settings required to access the M2M API:

 theweb proxy settings: proxyHost, proxyPort, proxyUsername and proxyPassword,
» theservice Urls,

* the access credentials. accessK ey and accessK eyPassword.

The configuration fileisnamed nal i ma. conf i g by default and is located at the root of your application.

Business
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http://logging.apache.org/log4net/download.html

M2M API for .NET - Install and Setup

Example 3.1. Example of themal i ma. conf i g configuration file.

<?xm version="1.0" encodi ng="utf-8"?>
<confi gurati on>
<appSettings>
<l-- HTTP Proxy Configuration -->
<! e e e e R
<add key="di sabl eProxy" val ue="fal se"/>
<add key="proxyHost" val ue="your proxy_host"/>
<add key="proxyPort" val ue="your proxy_port"/>
<add key="proxyUsername" val ue="your _proxy_usernane"/>
<add key="proxyPassword" val ue="your _proxy_password"/>

<l-- Malima Service URL -->
ey

<l-- ConnectivityDirectory Configuration -->
<add key="serviceUrl ConnectivityDirectory" val ue="your_service_url_ConnectivityDi rectory"/>

<!-- ConsunptionTracking Configuration -->
<add key="servi ceUr | ConsunptionTracking" val ue="your_service_url _ConsunptionTracking"/>

<!-- IncidentDi agnostics Configuration -->
<add key="serviceUrl I ncidentDi agnosti cs" val ue="your_servi ce_url _I nci dent Di agnosti cs"/>

<!-- Networkstatus Configuration -->
<add key="servi ceUr| Net wor kSt at us" val ue="your _servi ce_url _Networkstatus"/>

<l -- SessionHistory Configuration -->
<add key="servi ceUr| Sessi onHi story" val ue="your_servi ce_url _Sessi onHi story"/>

<I-- SinLifecycl eManagenent Configuration -->
<add key="serviceUrl Si nLi fecycl eManagenent" val ue="your_service_url _SinlLifecycl eManagenent"/>

<!-- SubscriptionStatus Configuration -->
<add key="serviceUrl SubscriptionStatus" val ue="your_service_url _SubscriptionStatus"/>

<l-- Malima Credentials -->
<add key="accessKey" val ue="your access_key"/>
<add key="accessKeyPassword" val ue="your_access_key_password"/>
</ appSettings>
</ confi guration>

This configuration file is not mandatory (you can set al required parameters programmatically), but we
encourage you to use it as it greatly eases the maintainability of your application.

. Business
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Chapter 4. The M2M SDK

Hereafter is described a global view of the M2M Sdk architecture. For a more precise functional view, please refere to
thefunctional user document. Basically, the M2M Sdk is based on the Microsoft .NET Framework 2 and is composed of :

» Common: thislibrary contains reusable classes in the Open Developper Network context.
» Malima thislibrary contains
* theMal i ma class with static access to the M2M APl webmethods.
e alist of classes inheriting of the Mal i ma class, with static access to the M2M APl webmethods, one class by
webservice :

» MalimaSubscriptionStatus
* MalimaConnectivityDirectory
* MalimaSimLifecycleManagement
* MalimaConsumptionTracking
» MalimaNetworkStatus
* MalimalncidentDiagnostics
* MalimaSessionHistory
« theMal i maUser class, encapsulating authentication data.
 the Webservice namespace, a communication layer with SOAP client and types definitions.

Figure 4.1. Diagram of the global architecture of the M2M Sdk

-~

Malima
Malima user Malima service
r .
Common J Webservice
\,
'
.NET Framework 2
\_

1. Orange.Api.Common namespace

The Orange.Api.Common namespace contains four classes.

» OrangeApi User : this class encapsulates the authentication data required by the Orange APIs, that is to
say the HTTP basic auth credentials (the AccessK ey and A ccesskK eyPassword properties), the service account
(the ServiceAccount property) and the service account password (the ServiceA ccountPassword property). The
GetClient abstract method is overriden by each Orange APIsto get avalid and configured web client.

Busir)ess
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L rangeApitiser

M2M API for .NET - The M2M SDK

Figure4.2. Or angeApi User classdiagram.

]

Abstract Class

=l Champs

TETEETETEREE

KEY_COMFIG_ACCESS KEY : string
KEY_CONFIG_ACCESS KEY PASSWORD : string
KEY_CONFIG_OLD_ACCESS_KEY : string
KEY_CONFIG_OLD_ACCESS_KEY_PASSWORD : string
KEY_CONFIG_OLD_SERYICE_ACCOUNT : string
KEY_CONFIG_OLD_SERYICE_ACCOUNT_PASSWORD : string
KEY_CONFIG_SERMICE_ACCOUMT : string
KEY_CONFIG_SERYICE_ACCOUNT _PASSWORD : string
KEY_SERMICE_ACCOUNT ¢ string
KEY_SERMICE_ACCOUNT_PASSWORD : string

=l Propriékés

)
=
£y
=

Accesskey 4 gek; sek; } i skring
AccesskevPassward { get; set; b skring
Servicefccount { get; sek; b ostring
ServicedccountPassword  get; set; - @ skring

= Méthodes

FAr WA WA WY

GetClant(F : object

{ oadFromcanfigefl . void

LoadFromConfigFile(Filestream filestream) : woid
LoadFromConfigFile(FileStream fileStream, bool areServicedccountPar...
LoadFromCanfigFiledstring path) : woid

LoadFromConfigFile(string path, bool areServicedccountParametersia. ..

FeadConfigFileFilestream fileStream) : IDictionary <string, string:=
Tastring() : skring

* OrangeApi Ser vi ce: this class encapsul ates static initialization methods such as proxy configuration.

Version 1.0.6-000
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M2M API for .NET - The M2M SDK

Figure4.3. Or angeApi Ser vi ce classdiagram.

¥ 1

[ hrangeApiservie
Abstract Class

=l Proprigktés
i‘*‘l:' APTWebProwey § gek; set; b1 IwebProsy
=l Méthodes

DisableProxy()  wioid

InikializeProse(T'ebProcey prosey] @ void

InitializeProxy{string proxyHosk, ink proxyPort) @ woid

InitializeProxy{string proxyHost, ink proxyPort, ICredentials credentials) @ woid

InikializeProsev(string prosxyHosk, int proceyPort, skring proxyUsername, skring proseyPassword) o woid
InitializeServicelrl(skring url) @ woid

LoadFraormiConfigFile() @ woid

LoadFromConfigFileFileStream FileStream) : woid

LoadFromConfigFilelstring path) : woid

UseDefaultPromxy ) + void

<

LAl X Sl S G S S O

e Configurati onExcepti on: this class encapsulates configuration exceptions that occured while using
Orange APIs.

Figure4.4. Confi gur ati onExcepti on classdiagram.

¥

| ConfigurationException
Zlazs
= Exception

= Méthodes

% ConfigurationExceptioniE xception innerException)
% ConfigurationException(string message, Exception innerExcepkion)

* Functi onal Excepti on: this class encapsulates functional exceptions that occured while using Orange
APIs.

Figure4.5. Functi onal Excepti on classdiagram.

¥

' FunctionalException
Class
=¥ Exceplion

= Méthodes

W FunctionalException(Exception innerException)
% FunctionalExceptionistring message, Exception innerException)

| Business
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M2M API for .NET - The M2M SDK

e Techni cal Excepti on: this class encapsulates technical exceptions that occured while using Orange

APls.

' TechnicalException

Zlazs

Figure4.6. Techni cal Excepti on classdiagram.

¥

=¥ Exceplion

= Méthodes

% TechnicalException{Exception innerException)
% TechnicalExceptionistring message, Exception innerException)

2. Orange.Api.Malima namespace

The Orange.Api.Malima namespace contains three main classes.

e Mal i mUser:

this class encapsulates the authentication data. It inherits from

Orange. Api . Common. Or angeApi User.

Version 1.0.6-000

| MalimalUser

lazs

Figure4.7. MalimaUser class diagram.

¥

= Crangespillzer

=l Champs

=

DEFALLT _CONFIG_FILE : string

= Méthodes

Lol o O Ol Sl S G S S S o 4

GetClient() ; object

GekbZonnectivityDireckoryClient() 1 ConnectivityDirectory
GetConsumptionTrackingClient() : ConsumptionTracking
GetGeolocationClient() | Geolocation
GetIncidentDiagnosticsClient() : IncidentDiagnoskics
GekMetwarkatatusClient) | NebworkSkatus
GetsessionHistoryClient) @ SessionHiskory
GetsimLifecycleManagementClient() : SimLifecycleManagement
GeksubscriptionstatusClient() : Subscriptionskatus
LoadFromCanfigFile) : woid
LoadFromConfigFileFileStream FileSkream) @ woid
LoadFromConfigFilelstring path) @ woid

13
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M2M API for .NET - The M2M SDK

« Mal i ma: this class represents a simple entry point to call webmethods of the M2M API. It inherits from the
Orange.Api.Common.OrangeApi Service.

Figure 4.8. Malima class diagram.

) |

- Mafima
Abstract Class
= QrangefpiSerwice

=l Champs

DEFAULT _COMFLG_FILE : skring

KEY _COMFIG_SERWICE_URL_COMMECTIVITY _DIRECTORY @ string
KEY_CONFIG_SERYTCE_URL_COMSUMPTION_TRACKIMG @ skring
KEY_CONFIG_SERNTCE_URL_GECQLOCATION @ skring

KEY _CONFIG_SERVWICE_URL_IMCIDEMT_DIAGHOSTICS @ ostring
KEY _ZOMFIG_SERMTICE_URL_METWORK_STATUS @ skring
KEY_COMFIG_SERNICE_URL_SESSIOM_HISTORY @ string
KEY_CONMFIG_SERVICE_URL_SIM_LIFECYCLE_MAMAGEMENT @ string
KEY _CONFIG_SERMICE_URL_SUBSCRIPTION_STATUS @ skring
logger @ ILog

o resourceManager : ResourceManager

cHWEELEEEEEL

=l Propriékés

_"‘3'-:' ResourceManager { get; i ResourceManager

M ServiceUrls { get; set; b IDictionary <WebServiceType, string =
=l Méthodes

W CheckServicelUrlstring walue) @ string
W LoadFromConfigFilel) : woid
W LoadFromConfigFileFilestream FileStream) @ woid
% LoadFromConfigFilelstring path) @ woid
5% LogConfigurationWebService Type wst) @ vaid
5% ManageExceptionException exc) @ void

=l Twpes imbriqués

>

WebServiceType
Erurmn

ConneckivityDireckory
ConsumptionTracking
IncidentDiagnostics
Mebworlkskatus
SessionHistory
SimLifecycleManagement
Subscription3tatus

Seven other classes, one per WSDL, inheriting this Mal i ma class, encapsulate static initialization methods
and provide some business methods:
e Mal i maSubscri pti onSt at us: this class provides 1 method:
e Get Subscri ptionSt at us: Get the data set of a SIM card and refresh it, according to one of its
identifiers.

Busir)ess
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M2M API for .NET - The M2M SDK

« Mal i maConnecti vityDirect ory:thisclass provides 3 methods:
e Get ConnectivityDirectory: Get SIM information according to a collection of up to 100 line
identifiers.
e Searchl nConnectivityDirectory: Search SIM information according to a set of sorted
parameters, returned by range.
» Updat eConnectivityDirectory: Update a set of SIM referentials, including devices and
machines, accordig to SIM's identifiers.
« Mal i maSi nLi f ecycl eManagenent : this class provides 2 methods:
» Submi t Updat eSi nfSt at usRequest : Update aset of SIM status, according to their identifiers. This
method is asynchronous and needs a call to getUpdateSimStatus method in order to get resullt.
» Get Updat eSi n5t at us: Retrieve result of a submitUpdateSimStatus, according to aticket number.
* Mal i maConsunpti onTr acki ng: thisclass provides 2 methods:
e Subm t Consunpti onTracki ngRequest : Request for aset of SIMsstraffic in adate range. This
method is asynchronous and needs a call to getConsumptionTracking method in order to get result.
e Get Consunpti onTr acki ng: Retrieveresult of asubmitConsumptionTrackingRequest according to
aticket number.
« Mal i maNet wor kSt at us: this class provides 1 method:
» Get Net wor kSt at us: Get the network covering status into an area defined by its latitude and
longitude.
e Mal i mal nci dent Di aghost i cs: thisclass provides 1 method:
» Getlnci dent Di agnosti cs: Get the diagnostic analysis of a SIM, including the network covering
status of the SIM.
* Mal i maSessi onHi st or y: this class provides 2 methods:
» Submi t Sessi onHi st ory: Request for a SIM's set of statistics by sessions in a date range. This
method is asynchronous and needs a call to getSessionHistory method in order to get result.
» Get Sessi onHi story: Retrieve result of a submitSessionHistoryRequest according to a ticket

number.
Figure 4.9. Malima subclasses diagram.
| Malima ¥ |
Abstract Class
= OrangefpiService
| MalimaSubscriptionStatus (% | MalimaSimLifecycleManagement 7 | | MalimaNetworkStatus [ | MalimaSessionHistory (£
Class Class Class Class
=+ Malima =+ Malima =+ Malima =+ Malima
= Méthodes = Méthodes = Méthodes = Méthodes
&% ConfigureClient &% ConfigureClient 2% ConfigureClient 4" ConfigureClient
¥ GetSubscriptionStatus ¥ GetUpdateSimStatus W GethletworkStatus W GetSessionHistory
% SubmitUpdateSimStatus % SubmitSessionHistory
| MalimaConnectivityDirectory 7 | | MalimaConsumptionTracking ES | MalimalIncidentDiagnostics 7 |

Clasz Clasz Class
= Malima = Malima =+ Malirma

= Méthodes = Méthodes = Méthodes
&% ConfigureClient &% ConfigureClient &% ConfigureClient
% GetConnectivityDirectary % GetConsumptionTracking % GetIncidentDiagnostics
% SearchInConnectivityDirectory % SubmitConsumptionTracking

% UpdateConnectivityDirectory
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3. Orange.Api.Malima.Webservice namespace

The Orange.Api.Maima.Webservice hamespace contains classes automatically generated from the WSDL file
by thewsdl| . exe tool included in the Microsoft .NET Framework 2.0 SDK.

4. SDK configuration

Before requesting the M2M API through the SDK, you must initialize one of the classes inherited from
Mal i ma class(for exampleMal i maConnecti vi t yDi rectory or Mal i maConsunpti onTr acki ng);
and Mal i maUser :

* settings for each inherited class of Mal i ma class:
* theweb proxy: you can disable the web proxy, use the default Windows proxy or specify your own proxy.
* theservice URL.
* settingsfor Mal i maUser class:
* the access key and the access key password for HTTP basic auth.
* theservice Urls.

You can do it either by using the mal i ma. confi g configuration file described above or by setting
programmatically properties of the objects.

If you choose the configuration file way, you have to use the LoadFromConfigFile() method (or one of its
overrides):

* LoadFronConfi gFil e() : it loads settings from the configuration file named mal i ma. confi g and
located in the same folder than the current working executable.

* LoadFrontConfigFil e(string fil eNane):itloads settings from the configuration file whose path
isfil eNane.

* LoadFronConfigFil e(System IO FileStreamfil eStrean :itloadssettingsfromthe stream
pointed by fi | eSt ream

An exception is thrown if the configuration file is not found or containsinvalid data.

Here is an example of the configuration file way:

/llnitializes the Malinma service
Mal i ma. LoadFr onConfi gFi |l e();

/llnitializes the MlinmaUser
Mal i maUser mal i maUser = new Mal i maUser () ;
mal i maUser . LoadFr onConfi gFil e();

If you choose the programmatical way, you have to set manually all the required object properties:

» propertiesfor Mal i na class:
« WWebPr oxy property.
* Service Url s property.
o propertiesfor Mal i maUser class:
* AccessKey property.
* AccessKeyPasswor d property.

Here is an example of the programmatical way:
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/llnitializes the Malima service

Mal i ma. Servi ceUrls = new Di cti onary<WbServi ceType, string>();

Mal i ma. Servi ceUr | s[ Mal i ma. WebSer vi ceType. ConnectivityDirectory] =
Mal i ma. CheckServi ceUrl ("your _webservice_url");

Mal i ma. Servi ceUr | s[ Mal i ma. WebSer vi ceType. Consunpt i onTr acki ng]
Mal i ma. CheckServi ceUrl ("your _webservice_url");

Mal i ma. Servi ceUrl s[ Mal i ma. WebSer vi ceType. | nci dent Di agnosti cs]
Mal i ma. CheckServi ceUr| ("your _webservice_url");

Mal i ma. Servi ceUrl s[ Mal i ma. WebSer vi ceType. Net wor kSt at us] =
Mal i ma. CheckServi ceUrl ("your _webservice_url");

Mal i ma. Servi ceUrl s[ Mal i ma. WebSer vi ceType. Sessi onHi story] =
Mal i ma. CheckServi ceUrl ("your _webservice_url");

Mal i ma. Servi ceUrl s[ Mal i ma. WebSer vi ceType. Si nlLi f ecycl eManagenent] =
Mal i ma. CheckServi ceUrl ("your _webservice_url");

Mal i ma. Servi ceUrl s[ Mal i ma. WebSer vi ceType. Subscri pti onStatus] =
Mal i ma. CheckServi ceUrl ("your _webservice_url");

Malima. I nitializeProxy("your_proxy_Host", your_proxy_Port,
new Net wor kCredenti al ("your _proxy_Usernane", "your_proxy_Password"));

/llnitializes the Malima user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key"

mal i maUser . AccessKeyPassword = "your _access_key_password"

5. Logging

The SDK uses the log4net library for purposes of application debugging and auditing. If you don't want to use
thisfeature, just skip this section as it won't impact the execution of your application.

The log4net toal is part of the Apache Logoing Services project and is made to help the programmer output log
statements to avariety of output targets. It isa port of the logdj framework to the .NET runtime.

The log4net configuration is made through a configuration file.

Hereis an example of alog4net configuration file:

<?xm version="1.0" encodi ng="utf-8" ?>
<confi guration>
<confi gSecti ons>
<section nane="|og4net" type="|og4net. Config. Log4Net Confi gurati onSecti onHandl er, | og4net" />
</ confi gSecti ons>
<l og4net >
<I-- Defines a file appender. -->
<appender nane="Fi | eAppender" type="I|og4net. Appender. Fi | eAppender">
<param nane="Fi | e" val ue="Test SdkLogsFile.txt" />
<par am nane="AppendToFi | e" val ue="true" />
<l ayout type="I|og4net. Layout. PatternLayout">
<par am nane="Conver sionPattern" value="% [%] %5p % %"m" />
</l ayout >
</ appender >

<!-- Defines a consol e appender. -->
<appender nane="Consol eAppender" type="| og4net. Appender. Consol eAppender" >
<l ayout type="I|og4net. Layout. PatternLayout">
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<par am nane="Conver si onPattern" val ue="% 5p %mn" />
</ | ayout >
</ appender >

<r oot >
<I-- Defines the logging |level for this |ogger. -->
<l-- May be DEBUG |INFO WARNING ERROR, CRITICAL, ALL. -->
<l evel val ue="DEBUG' />
<!-- References appenders by nane. -->
<appender -ref ref="FileAppender" />
<appender -ref ref="Consol eAppender"” />

</root>

</ | og4net >
</ configuration>

This configuration file defines 2 appenders:
» aFi | eAppender that will write the logging messages in afile whose name isto define.
» aConsol eAppender that will display the logging messagesin the Syst em Consol e.

Here is an example of program where logging capabilities are activated (do not forget to add a reference to the
| ogdnet.dlI):

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. Subscri pti onSt at us;

nanespace Test Malinma

{
public class Test SdkLogs

{
public static bool RenpbteCertificateValidationCallback(
oj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 1f you want to performextra renmote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Min(string[] args)

{

Ser vi cePoi nt Manager . Server CertificateValidationCal | back =
Renot eCertifi cateVal i dati onCal | back;

try

/I Configure | og4net using the application
/I configuration file described above
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| og4net . Confi g. Xm Confi gurator. Configure(new System | QO Fil el nfo("App. config"));

/llnitialize the service URL & the HTTP proxy
Orange. Api . Mal i ma. Mal i ma. LoadFr onConfi gFil e();

/I Create the malinma user
Orange. Api . Mal i ma. Mal i maUser mal i maUser = new Orange. Api . Mal i ma. Mal i maUser () ;
mal i maUser . LoadFr onConfi gFil e();

/llnit the line identifier

Lineldentifier lineldentifier = new Lineldentifier();
lineldentifier.ltenEl ement Nane = |tenChoi ceType. subscri pti onNunber ;
lineldentifier.ltem= "your_valid_subscription_nunber";

/lCall the "GetSubscriptionStatus" method
get Subscri pti onSt at usResponse response =
Mal i maSubscri pti onSt at us. Get Subscri pti onSt at us(mal i maUser, |ineldentifier);

}

catch { System Consol e. WitelLi ne("exception"); }

If you run this sample, you should get the following console output:

I NFO <Get Subscri pti onSt at us>

INFO [Line identifier] subscriptionNunber = 23697255

DEBUG [ Mal i ma confi gurati on]
Service URL = https://80.12.215. 206/ M_M Subscri pti onSt at us-1
HTTP WebProxy = nul |

I NFO Get SubscriptionStatus response : ok

DEBUG [ SIM

DEBUG =~ ------------mamooo-

DEBUG Serial nunber : 1956473384156
DEBUG I mei :

DEBUG St at us : PRE_ACTI VATED
DEBUG =~ ------------mamooo-

DEBUG [ Subscri pti on]

DEBUG ~ ------------maoooo-

DEBUG I dentifier : 23697255
DEBUG Description user : CHAB3

DEBUG Description ref

DEBUG Description value : Business MTo M Pack 2 M
DEBUG ~ ------------maoooo-

DEBUG [ Cust oner identifier]

DEBUG =~ ------------mmmooo-

DEBUG Type . S| REN

DEBUG I dentifier : 304827900
DEBUG =~ ------------mamooo-

I NFO </ Get SubscriptionStatus>

. Business
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And afilewhich content is:

2010- 04-19 14:56:51, 362 [1]
2010- 04-19 14:56:51, 362 [1]

23697255

2010- 04-19 14:56:51,971 [1] DEBUG

Service URL
HTTP WebPr oxy

2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

M Pack 2 M

2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19
2010- 04-19

14:
14:
14:
14:
14:
14:
14:

56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:

56:
56:
56:
56:
56:
56:
56:

nul |
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065

54, 065
54, 065
54, 065
54, 065
54, 065
54, 065
54, 065

https://80.12. 215

[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]
[1]

[1]
[1]
[1]
[1]
[1]
[1]
[1]

I NFO Orange. Api . Mal i na.
I NFO Orange. Api . Mal i

I NFO Orange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.

DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
DEBUG Or ange.
I NFO Orange.

Api
Api
Api
Api
Api
Api
Api
Api
Api
Api
Api
Api
Api

Api
Api
Api
Api
Api
Api
Api

Orange. Api . Mal i
. 206/ M_M Subscri

. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i

. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i
. Mal'i

Mal i

. Mal i

. Mal i

ma <Get Subscri pti onSt at us>
ma [Line identifier] subscriptionNunber =

ma [ Mal i ma configuration]

onStatus-1

. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i

. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i
. Mal i

ma Get Subscri ptionStatus response : ok

m [SIM

rm ____________________

ma Seri al number 1956473384156
ma I nei

ma St at us PRE_ACTI VATED
rm ____________________

ma [ Subscri ption]

rm ____________________

ma Identifier : 23697255

m Description user : CHAB3

m Description ref

m Description value : Business M To
rm ____________________

ma [ Custoner identifier]

rm ____________________

ma Type : SIREN

ma Identifier 304827900

rm ____________________

ma </ Get Subscri pti onSt at us>

For more information, you can refer to the Apache |og4net manual.

6. First project

A "Hello World"-like web service has been created to both test and check your machine environment and your

connectivity to the M2M API. Please do the following steps:

 |Install the Orange API server certificate.
» Create anew .NET console application project in your favorite IDE.

» Referencethe Or ange. Api . Conmon. dl | andthe Or ange. Api . Mal i ma. dl | inyour project.
» Referencethel og4net . dl | inyour project.
» Findly create amain class as follows:

usi ng System
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usi ng System Net ;

usi ng System Net. Security;

usi ng System Security. Crypt ography. X509Certifi cates;
usi ng System Text;

usi ng Orange. Api . Cormon. Excepti ons;

usi ng Orange. Api . Mal i ma;

usi ng Orange. Api . Mal i ma. Subscri pti onSt at us;

nanespace Test Mal i ma

{
public class Test SdkSubscri ptionSt at us

{
public static bool RenoteCertificateValidationCallback(
hj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 If you want to performextra remote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Main(string[] args)
{
Ser vi cePoi nt Manager . Server Certi fi cateVal i dati onCal | back =
Renot eCertificateValidationCal | back;

try
{
/llnitialize the service URL & the HTTP proxy (optional)

Mal i ma. LoadFr onConf i gFi | e();

/I Create the malinma user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i mUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFil e();

/llnit the line identifier

Lineldentifier lineldentifier = new Lineldentifier();
lineldentifier.ltenEl ement Nane = |tenChoi ceType. subscri pti onNunber ;
lineldentifier.ltem= "your_valid_subscription_nunber";

/lCall the "GetSubscriptionStatus" method

Consol e. WiteLine("Call GetSubscriptionStatus nethod");

get Subscri pti onSt at usResponse response = nul | ;

response = Mal i maSubscri ptionStat us. Get Subscri pti onSt at us(
mal i maUser, lineldentifier);

[IPrint the result
StringBuil der str = new StringBuilder();

str. AppendLi ne(" Get Subscri pti onStatus response for Subscription Nunber

+ lineldentifier.ltem+ " : ");
if (response != null)

{

str. AppendLi ne(" Cust omer Envi r onnment
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+ response. cust oner Envi ronment | denti fier);
str. AppendLi ne("---");
if (response.subscription I'= null)
{
str. AppendLi ne(" Subscription Id "
+ response. subscription.identifier);
str. AppendLi ne( " Suscription creation date: "
+ response. subscription. creati onDate);
str. AppendLi ne("---");
}
if (response.sim!= null)
{
str. AppendLi ne("SI M SN D
+ response. si m seri al Nunber) ;
str. AppendLi ne(" SI M | MEI "
+ response.siminei);
str. AppendLi ne("SI M St at us "
+ response. si m status);
str. AppendLi ne( "SI M Request st at us "
+ response. si m request edSt at us) ;
str. AppendLi ne("---");
}

if (response.device != null)
{
str. AppendLi ne( " Devi ce SN "
+ response. devi ce. seri al Nunber) ;
str. AppendLi ne(" Devi ce identifier "
+ response. devi ce. uni quel dentifier);
str. AppendLi ne( " Devi ce description "
+ response. devi ce. descri ption);
str. AppendLi ne( " Devi ce cat egory "
+ response. devi ce. cat egory) ;
str. AppendLi ne( " Devi ce hol der "
+ response. devi ce. devi ceHol der) ;
str. AppendLi ne( " Devi ce | ocation "
+ response. devi ce. devi ceLocat i on);
str. AppendLi ne("---");
}

if (response.machine != null)
{
str. AppendLi ne(" Machi ne SN "
+ response. machi ne. seri al Nunber) ;
str. AppendLi ne(" Machi ne Nane "
+ response. machi ne. nane) ;
str. AppendLi ne( " Machi ne Description "
+ response. machi ne. descri ption);
str. AppendLi ne( " Machi ne Update date "
+ response. machi ne. updat eDat e) ;
str. AppendLi ne("---");
}
Console. Wite(str. ToString());
}
}
catch (Configurati onException configurati onException)
{
Consol e. Wi teLine("A configuration exception occured: "
+ confi gurati onExcepti on. Message) ;
}

catch (Functional Exception functional Excepti on)

{
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Consol e. Wi teLine("A functi onal exception occured:
+ functi onal Excepti on. Message) ;

E:at ch (Techni cal Excepti on techni cal Excepti on)
{ Consol e. WiteLine("A techni cal exception occured:
+ techni cal Excepti on. Message) ;
E:atch (Exception e)
{ Consol e. Wi teLi ne("An exception occured: " + e.Message);
}

» Run your project, the response for the code snippet should give you the version of the M2M API asfollows:

Cal | Get Subscri ptionStatus nethod
Get Subscri ptionStatus response for Subscription Nunber 23697255 :

Cust oner Environment : 64095147
Subscription Id . 23697255
Suscription creation date: 17/03/2010 00: 00: 00
SIM SN : 1956473384156

SIM | MEI :

SI M St at us : PRE_ACTI VATED
SI M Request st atus :

Congratulations!
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Chapter 5. Methods

Y ou should first make sure you've read the prerequisites before coding and running the following programlisting. The
prerequisites explain, among others, how to set up your proxy information and your account information through a
configuration file.

1. Basic scenarios

In this chapter you will learn how to use the base objects we defined for you inside our SDK through some
ready-to-use samples.

What are the basic steps to get your subscription status for a set of SIM cards ?

1
2.

3.

CreateaMal i naUser and initialize its parameters.

Create a LineldentifierCollection for a st of SIM cads, based on ther
Subscri ptionldentifier forinstance.

In the end, call the Get Subscri pti onSt at us APl method. You will know everything about a set of
SIM cards and their connectivity directory : their status, in which devices the SIM cards are set, in which
machines the devices are set.

What are the basic steps to search in your connectivity directory ?

1
2.

CreateaMal i naUser and initialize its parameters.

If you don't have information about your SIM cards or serial numbers, you could Search in your Connectivity
Directory according to abig range of sear chi ng criteri ons such asthe state of searched SIM cards,
the properties of a device of machine, dates of SIM cards changing states, phone numbers, ....

. Intheend, call theSear chl nConnecti vi t yDi rect or y APl method. Y ou will get the set of SIM cards

corresponding to your searchin criterions.

What are the basic steps to get then update your connectivity directory ?

agrwNE

CreateaMal i maUser and initialize its parameters.

Createali nel denti fierCol | ecti on for aset of SIM cards.

Call the Get Connecti vit yDi r ect or y method.

Modify the Connecti vi t yDi rect ory array.

In the end, call the UpdateConnectivityDirectory APl method using the modified
ConnectivityDirectory.

What are the basic steps to update a SIM card status ?

1.
2. Createali nel dentifierCol | ecti on for aset of SIM cards.

3.

4. Create a Test Mode for the area covered (INTERNATIONAL, EUROPE, METROPOLE,

o Ol

Createan Mal i maUser and initialize its parameters.
Createa( Si nLi f ecycl eManagenent ) Si nt at us corresponding to the requested updated status.

AU_COMPTEUR).

. Cdll the asynchronous Submi t Updat eSi nst at us APl method.
. Getthe Ti cket Nunber returned.

7. Cdl the Get Updat eSi ntSt at us APl method until the global response status of the method is either

TERMINATED or ERROR, meaning the asynchronous modification has ended.

What are the basic steps to get consumption tracking of a set of SIM cards ?

1

Createan Mal i maUser and initialize its parameters.

Business
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Createali nel denti fierCol | ecti on for aset of SIM cards.

Createast art date andanend dat e for agiven period.

Cdll the asynchronous Subni t Consunpt i onTr acki ng APl method.

Get the Ti cket Nunber returned.

Cdll the Get Consunpt i onTr acki ng APl method until the global response status of the method is either
TERMINATED or ERROR, meaning the asynchronous generation has ended.

Sk wWN

What are the basic steps to get your network status ?

1. CreateaMal i maUser andinitialize its parameters.

2. Create a Coor di nat es object corresponding to GPS coordinates of the area you where want the network
status.

3. Intheend, call the Get Net wor kSt at us APl method. Y ou will know everything about the network in the
area, for each kind of network technology.

What are the basic steps to get incident disgnostics of a SIM card ?

1. CreateaMal i maUser and initialize its parameters.

2. Createali nel denti fi er for the SIM card.

3. Intheend, call the Get | nci dent Di agnosti cs API method. You will know everything about the state
of the SIM card, the network statusin the area, troubles occuring in the area.

What are the basic steps to get session history of agiven SIM cards ?

Createan Mal i maUser and initiaize its parameters.

Createali nel denti fi er for the SIM card.

Cresteastart date andanend dat e for agiven period.

Call the asynchronous Submi t Sessi onHi st or y API method.

Get the Ti cket Nunber returned.

Cdl the Get Sessi onHi st ory APl method until the global response status of the method is either
TERMINATED or ERROR, meaning the asynchronous generation has ended.

2. Get Subscri pti onSt at us method
2.1. Get Subscri pti onSt at us method

SouhkhwdpE

2.1.1. Description

Refresh SIM card's data and return the full data set information concerning one SIM card.

2.1.2. Input parameters

Tableb5.1. GetSubscriptionStatus: Input parameters.

Name Type Description Cardinality
malimaUser Mal i maUser A configurator for the Malima service. 1.1
lineldentifier Li neldentifier The SIM card identifier referenced by a 1.1

subscriptionNumber, a simSerial Number,
adevicelmei, a deviceSerial Sumber, a
deviceUniqueld, a machineSerial Number, or a
phone number associated to voice, data or fax.
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2.1.3. Output parameter

Table5.2. GetSubscriptionStatus: Output parameter.

Name Type Description Cardinality
response get Subscription A description of the SIM card data, made of a 1.1
St at usResponse customer environment Id, a SIM card description,

a subscription state, a device handling the SIM
card description, a machine handling the device
description, and an array of customer identifiers.

2.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

2.2. Subscri pti onSt at us method sample code

Thissample usesthe mal i ma. conf i g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conmon. Excepti ons;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. Subscri pti onSt at us;

nanespace Test Malima

{
public class Test SdkSubscri ptionSt at us

{
public static bool RenpbteCertificateValidationCallback(
oj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 1f you want to performextra renmote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Min(string[] args)

{

Ser vi cePoi nt Manager . Server CertificateValidationCal | back =
Renot eCertifi cateVal i dati onCal | back;

try
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/llnitialize the service URL & the HTTP proxy (optional)
Mal i ma. LoadFr onConf i gFi | e();

/I Create the malina user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i mUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFi |l e();

/llnit the line identifier

Lineldentifier lineldentifier = new Lineldentifier();
lineldentifier.ltenEl ement Nane = |tenChoi ceType. subscri pti onNunber ;
lineldentifier.ltem= "your_valid_subscription_nunber";

/lCall the "GetSubscriptionStatus" method

Consol e. WiteLine("Call GetSubscriptionStatus nethod");

get Subscri pti onSt at usResponse response = nul | ;

response = Mal i maSubscri ptionSt at us. Get Subscri pti onSt at us(
mal i maUser, lineldentifier);

[IPrint the result
StringBuil der str = new StringBuilder();

str. AppendLi ne(" Get Subscri pti onStatus response for Subscription Nunber

+ lineldentifier.ltem+ " : ");
if (response != null)
{
str. AppendLi ne(" Cust omer Envi r onment "
+ response. cust oner Envi ronment | denti fier);
str. AppendLi ne("---");
if (response.subscription != null)
{
str. AppendLi ne(" Subscription Id D
+ response. subscription.identifier);
str. AppendLi ne( " Suscription creation date: "
+ response. subscription. creati onDate);

str. AppendLine("---");
}
if (response.sim!= null)
{
str. AppendLi ne("SI M SN "
+ response. si m seri al Nunber) ;
str. AppendLi ne(" SI M | MEI "
+ response.siminei);
str. AppendLi ne("SI M St at us "
+ response. si m stat us);
str. AppendLi ne( "SI M Request st at us "
+ response. si m request edSt at us) ;
str. AppendLi ne("---");
}
if (response.device != null)
{

str. AppendLi ne( " Devi ce SN "
+ response. devi ce. seri al Nunber) ;

str. AppendLi ne(" Devi ce identifier "
+ response. devi ce. uni quel dentifier);

str. AppendLi ne( " Devi ce description "
+ response. devi ce. descri ption);

str. AppendLi ne( " Devi ce cat egory "
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+ response. devi ce. cat egory) ;
str. AppendLi ne(" Devi ce hol der "
+ response. devi ce. devi ceHol der) ;
str. AppendLi ne( " Devi ce | ocation
+ response. devi ce. devi ceLocat i on);

str. AppendLi ne("---");
}
if (response.nmachine != null)
{
str. AppendLi ne(" Machi ne SN "
+ response. machi ne. seri al Nunber) ;
str. AppendLi ne(" Machi ne Nane "
+ response. machi ne. nane) ;
str. AppendLi ne( " Machi ne Description "
+ response. machi ne. descri ption);
str. AppendLi ne( " Machi ne Update date "
+ response. machi ne. updat eDat e) ;
str. AppendLi ne("---");
}
Consol e. Wite(str.ToString());
}
}
catch (Configurati onException configurati onExcepti on)
{
Consol e. Wi teLine("A configuration exception occured: "
+ configurati onExcepti on. Message) ;
}
catch (Functional Exception functional Excepti on)
{
Consol e. WiteLine("A functi onal exception occured: "
+ functi onal Excepti on. Message) ;
}
catch (Techni cal Exception techni cal Excepti on)
{
Consol e. WiteLine("A techni cal exception occured: "
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. Wi teLi ne("An exception occured: " + e.Message);
}

The output looks like:

Cal | Get Subscri pti onSt atus net hod
Get Subscri ptionStatus response for Subscription Nunber 23697255 :

Cust oner Envi r onnent . 64095147
Subscription Id : 23697255
Suscription creation date: 17/03/2010 00: 00: 00
SIM SN : 1956473384156

SI M | MEI :

SI M St at us . PRE_ACTI VATED
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SI M Request status

3. Get ConnectivityDi rectory method
3.1. Get Connecti vi tyDi rect ory method
3.1.1. Description

Get your Connectivity Directory information concerning a set of SIM cards.

3.1.2. Input parameters

Table 5.3. GetConnectivityDirectory: Input parameters.

Name Type Description Cardinality
malimalUser Mal i maUser A Configurator for the Malima service 1.1
lineldentifier Li nel dentifi er A collection of Line Identifiers 1.1

Collection Col l ection

3.1.3. Output parameter

Table 5.4. GetConnectivityDirectory: output parameter.

Name Type Description Cardinality
response get Connectivity An array of ConnectivityDirectory and 11
Di rect or yResponse a Collection of unknown Lineldentifiers

3.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

3.2. Get Connecti vityD rect ory method sample code

Thissample usesthemal i ma. confi g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conmon. Excepti ons;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. ConnectivityDirectory;

. Business
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nanespace Test Mal i ma

{

public class Test SdkGet Connecti vityDirectory

{

public static bool RenoteCertificateValidationCallback(
hj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

11

If you want to performextra renote certificate validations,

/'l please add inpl enentation here.

return true;

}

public static void Main(string[] args)

{

Servi cePoi nt Manager . Server Certi fi cateVal i dati onCal | back =

try
{

Version 1.0.6-000

Renot eCertificateValidationCal | back;

/llnitialize the service URL & the HTTP proxy (optional)
Mal i ma. LoadFr onConf i gFi | e();

/I Create the malina user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i maUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFi |l e();

/[l1nit the Iine identifier collection
Linel dentifierCollection lineldentifierCollection =

new Li neldentifierCollection();
lineldentifierCollection.|tensEl ement Nane = new |t ensChoi ceType[ 1] ;
lineldentifierCollection.|tensEl erent Nane[ 0] =

I t ensChoi ceType. subscri pti onNunber ;
lineldentifierCollection.ltens = new string[1];
lineldentifierCollection.ltems[0] = "your_valid_subscription_nunber";

/1 Call the "GetConnectivityDirectory" method

Consol e. WiteLine("Call GetConnectivityDirectory nethod");

get Connecti vi tyDi rect oryResponse response = nul | ;

response = Mal i maConnectivityDirectory. Get Connecti vityDirectory(
mal i maUser, lineldentifierCollection);

[/ Print the result
StringBuil der str = new StringBuilder();
str. AppendLi ne(" Get ConnectivityDirectory response :");
if (response != null)
{
if (response.connectivityDirectory != null
&& response. connectivityDirectory.Length > 0)
{
str. AppendLi ne(" Connectivity directory :");
foreach (ConnectivityDirectoryl conn in response.connectivityDirectory)

{

str. AppendLi ne(" Devi ce : " + conn. devi ce. descri ption);
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str. AppendLi ne(" Machi ne : " + conn. machi ne. descri ption);
str. AppendLi ne(" Seri al nunber : " + conn.simserial Nunber);
str. AppendLi ne(" Subs. identifier

+ conn. subscription.identifier);
str. AppendLine("----");

}

Consol e. Wite(str. ToString());

catch (Configurati onException configurati onException)

{
Consol e. Wi teLine("A configurati on exception occured
+ configurati onExcepti on. Message) ;
}
catch (Functional Excepti on functional Excepti on)
{
Consol e. WiteLine("A functional exception occured:
+ functi onal Excepti on. Message) ;
}
catch (Techni cal Excepti on techni cal Excepti on)
{
Consol e. WiteLine("A technical exception occured
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. Wi teLi ne("An exception occured: " + e.Message);
}

The output looks like:

Cal| Get ConnectivityDirectory method
Get ConnectivityDirectory response :
Connectivity directory :

Devi ce : your_new _devi ce_descri ption
Machi ne : your _new_machi ne_descri pti on
Seri al nunber : 1956473384107

Subs. identifier : 23697248

4. Sear chl nConnectivityDi rectory method

4.1. Sear chl nConnecti vityDi rect ory method

4.1.1. Description

The Sear chl nConnectivityDi rectory operation enable to search SIM cards according to search

criterions.
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Table 5.5. SearchlnConnectivityDirectory: Input parameters.

Name Type Description Cardinality
malimalUser Mal i maUser A Configurator for the Malima service 1.1
searchCriterion Connectivity The aobject containing the criterions. 11
Directory
SearchCriterion
rangeSize int? The max size returned by the method. 1.1
rangeStart int? The index where the method must start from. 1.1
sortCriterions | Sort Criterion[] The array of sort criterion. 1.1
4.1.3. Output parameter
Table5.6. Sear chlnConnectivityDirectory: output parameter.
Name Type Description Cardinality
response searchln The response made of an array of 11

Connectivity
Di rect or yResponse

ConnectivityDirectory abjects, the global
number of results, and a boolean telling wether
the number of results has exceeded or not

4.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

4.2. Sear chl nConnecti vityDi rect ory method sample code

Thissample usesthemal i ma. confi g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;
usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conrmon. Excepti ons;
usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. ConnectivityDirectory;

nanespace Test Malima

{

public class Test SdkSear chl nConnectivityDirectory

{

public static bool

oj ect sender,
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X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

/1 If you want to performextra remote certificate validations,
/'l please add inpl enentation here.

return true;

}

public static void Main(string[] args)
{
Servi cePoi nt Manager . Server Certi fi cateVal i dati onCal | back =
Renot eCertificateValidationCal | back;

try

{
/llnitialize the service URL & the HTTP proxy (optional)
Mal i ma. LoadFr onConf i gFi | e();

/I Create the malina user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i maUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFi |l e();

/11nit the search criterion
ConnectivityDirectorySearchCriterion searchCriterion =
new ConnectivityDirectorySearchCriterion();
searchCriterion.sinftatus = new SinStatus|[2];
searchCriterion.sinttatus[0] = Sinftatus. SLEEPI NG
searchCriterion.sinttatus[1l] = Sinftatus. ACTI VATED;

/[l1nit the sort criterion
SortCriterion[] sortCriterion =
new SortCriterion[1];
sortCriterion[0] = new SortCriterion();
sortCriterion[0].attribute = SortAttribute. DEVI CE_UN QUE_| DENTI FI ER;
sortCriterion[0].order = SortOrder. ASC,

/1 Call the "SearchlnConnectivityDirectory" nethod

Consol e. WiteLine("Call SearchlnConnectivityDirectory method");

sear chl nConnecti vi tyDi rect or yResponse response = nul |l ;

response = Mal i maConnectivityDirectory. Searchl nConnecti vityDirectory(
mal i mUser, searchCriterion, 5, 0, sortCriterion);

/IPrint the result
StringBuil der str = new StringBuilder();
str. AppendLi ne(" Sear chl nConnectivityDirectory response : "
+ (response == null ? "null" : "ok"));
str. AppendLi ne("Total results nunber "
+ (response == null ? "0" : Convert.ToString(response.total Resul t sNunber)));
if (response != null)
{
if (response.connectivityDirectory != null
&& response. connectivityDirectory.Length > 0)
{
str. AppendLi ne(" Connectivity directory :");
foreach (ConnectivityDirectoryl conn in response.connectivityDirectory)
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{
if (conn.device != null)
str. AppendLi ne(" Devi ce o
+ conn. devi ce. descri ption);
if (conn.machine !'= null)
str. AppendLi ne(" Machi ne o
+ conn. machi ne. descri ption);
if (conn.sim!= null)
str. AppendLi ne(" Serial nunber o
+ conn. si m seri al Nunber) ;
if (conn.subscription != null)
str. AppendLi ne(" Subs. identifier: "
+ conn. subscription.identifier);
str. AppendLi ne("----");
}
}
}
Console. Wite(str. ToString());
}
catch (Configurati onException configurati onException)
{
Consol e. Wi teLine("A configuration exception occured: "
+ confi gurati onExcepti on. Message) ;
}
catch (Functional Excepti on functional Excepti on)
{
Consol e. WiteLine("A functi onal exception occured: "
+ functi onal Excepti on. Message) ;
}
catch (Techni cal Excepti on techni cal Excepti on)
{
Consol e. WiteLine("A technical exception occured: "
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. WiteLine("An exception occured: " + e.Message);
}

The output looks like:

Cal | Searchl nConnectivityDirectory nethod
Sear chl nConnectivityDirectory response : ok

Total results nunber S
Connectivity directory :
Serial nunber . 1956473333674

Subs. identifier: 23697260

Version 1.0.6-000 34

Busir)ess
Services




M2M API for .NET - Methods

5. Updat eConnecti vityDirectory method
5.1. Updat eConnecti vityDi rect ory method
5.1.1. Description

TheUpdat eConnecti vi t yDi r ect or y operation updates a set of connectivity directory data, managed by
different kinds of identifiers.

5.1.2. Input parameters

Table5.7. UpdateConnectivityDirectory: Input parameters.

Name Type Description Cardinality
malimalser Mal i maUser A Configurator for the Malima service 1.1
update Updat e The set of connectivity directory data, 1.1
Connectivity Connectivity managed by different kinds of identifiers
Directory Directory (SimSerialNumber, Devicelmei, DeviceSerial Number,
DeviceUniqueld, MachineSerial Number,
MsisdnV oice, MsisdnData and/or MsisdnFax).

5.1.3. Output parameter

Table 5.8. UpdateConnectivityDirectory: output parameter.

Name Type Description Cardinality
response Updat e An array of connectivity directories 11
Connectivity updated successfully, and an array of
Di rect or yResponse connectivy directories update failed

5.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

5.2. Updat eConnecti vityD rect ory method sample code

Thissample usesthemal i ma. confi g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conmon. Excepti ons;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. ConnectivityDirectory;

. Business
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nanespace Test Mal i ma

{
public class Test SdkUpdat eConnecti vityDirectory

{
public static bool RenoteCertificateValidationCallback(
hj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 If you want to performextra remote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Main(string[] args)
{
Ser vi cePoi nt Manager . Server Certi fi cateVal i dati onCal | back =
Renot eCertificateValidationCal | back;

try
{
/llnitialize the service URL & the HTTP proxy (optional)

Mal i ma. LoadFr onConf i gFi | e();

/I Create the malina user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i mUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFi |l e();

//1nit the updateConnectivityDirectory paraneter
updat eConnectivityDirectory request =

new updat eConnecti vityDirectory();
request . dat aBySubscri pti onNunber = new Dat aBySubscri pti onNunber [ 1] ;
request . dat aBySubscri pti onNunber[ 0] = new Dat aBySubscri pti onNurber () ;
request . dat aBySubscri pti onNunber [ 0] . devi ceData = new Devi ce();
request . dat aBySubscri pti onNunber [ 0] . machi neData = new Machi ne();
request . dat aBySubscri pti onNunber [ 0] . devi ceDat a. descri pti on

= "your _new _devi ce_description";
request . dat aBySubscri pti onNunber [ 0] . machi neDat a. descri pti on

= "your _new_nachi ne_descri ption";
request . dat aBySubscri pti onNunber [ 0] . subscri pti onNunber

= "your _val i d_subscri pti on_nunber";

/1 Call the "UpdateConnectivityDirectory" nethod

Consol e. WiteLine("Call UpdateConnectivityDirectory nethod");

updat eConnecti vityDi rect or yResponse response = nul |l ;

response = Mal i maConnectivityDirectory. Updat eConnecti vityDirectory(
mal i maUser, request);

[IPrint the result

StringBuil der str = new StringBuilder();

str. AppendLi ne( " Updat eConnectivityDirectory response :");
if (response != null)

{
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if (response. updatesConpleted != null
&& response. updat esConpl et ed. Lengt h > 0)
{
str. AppendLi ne("Line identifiers conpleted :");
foreach (Lineldentifier |Ii in response.updatesConpl et ed)
{
str. AppendLi ne(" El enent nane : " + |i.ltenEl enent Nane) ;
str. AppendLi ne(" Iltem: " + li.ltem;
str. AppendLi ne("----");
}
}
}
Consol e. Wite(str.ToString());
}
catch (Configurati onException configurati onExcepti on)
{
Consol e. Wi teLine("A configuration exception occured: "
+ confi gurati onExcepti on. Message) ;
}
catch (Functional Exception functional Excepti on)
{
Consol e. WiteLine("A functi onal exception occured: "
+ functi onal Excepti on. Message) ;
}
catch (Techni cal Exception techni cal Excepti on)
{
Consol e. Wi teLine("A techni cal exception occured: "
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. Wi teLi ne("An exception occured: " + e.Message);
}

The output looks like:

Cal | Updat eConnectivityDirectory nethod
Updat eConnectivityDirectory response :
Line identifiers conpleted :
El enent nane : subscripti onNunber
Item: 23697248
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6. Subm t Updat eSi nfSt at us and
Cet Updat eSi nfSt at us methods

6.1. Subm t Updat eSi nSt at us method
6.1.1. Description

Submit an update of SIM card status for a set of SIM cards.
Tip

The method Submi t Updat eSi nfSt at us is asynchronous and has to be used prior the
Cet Updat eSi ntt at us method call which gets back the submit result.

6.1.2. Input parameters

Table 5.9. submitUpdateSimStatus: | nput parameters.

Name Type Description Cardinality
malimaUser Mal i maUser A Configurator for the Malima service 1.1
lineldentifier Li nel dentifier A collection of Line Identifiers 1.1

Collection Col |l ection
SImSimStatus S| nSi Nt at us Can be ACTIVATED, ACTIVATED_FOR_TEST, 1.1
SUSPENDED or SLEEPING
TestMode Test Mode Can be INTERNATIONAL, EUROPE, 1.1
METROPOLE or AU_COMPTEUR. It must
be set to null when S| nSi nSt at us is
different from ACTIVATED_FOR_TEST

6.1.3. Output parameter

Table5.10. submitUpdateSimStatus. Output parameter.

Name Type Description Cardinality
response subni t Updat e A ticket number usablein the 11
Si Gt at us Get Updat eSi n5t at us request, and a collection
Request Response of unknown requested Lineldentifiersif any.

6.1.4. Exceptions

Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.

6.2. Get Updat eSi nfSt at us method
6.2.1. Description

Get the result of aSubmi t Updat eSi nfst at us method call.

. Business
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Tip

The method Get Updat eSi n5t at us has to be used after a Subm t Updat eSi nSt at us method
call, in order to get the asynchronous submit result.

Asthemethod istheresult of apreliminar asynchronous submit call, the result of the get method contains
aTicket Statustelling wether the submit call work isfinished, in progress or not started yet.

6.2.2. Input parameters

Table5.11. GetUpdateSimStatus. | nput parameters.

Name Type Description Cardinality
malimalUser Mal i maUser A Configurator for the Malima service 1.1
ticketNumber string A ticket number returned by the 1.1
Submi t Updat eSi nfst at us method call.

6.2.3. Output parameter

Table5.12. getUpdateSimStatus. output parameter.

Name Type Description Cardinality
response get Updat e A global ticket status telling wether the 1.1
Si Bt at us reguest is being processed, in progress or
Resul t Response terminated ; an array of StatusUpdate (one

for each requested Lineldentifier); areminder
of SImSimStatus and TestMode values ;
an array of unknown line identifier if any.

6.2.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

6.3. Sample Subm t Updat eSi ntt at us and
Get Updat eSi ntSt at us code

Thissample usesthemal i ma. confi g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conmon. Excepti ons;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. Si nLi f ecycl eManagenent ;

Business
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nanespace Test Mal i ma

{

public class TestSinLifecycl eManagenent
{
public static bool RenoteCertificateValidationCallback(
hj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 If you want to performextra remote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Main(string[] args)
{
Ser vi cePoi nt Manager . Server Certi fi cateVal i dati onCal | back =
Renot eCertificateValidationCal | back;

try
{
/llnitialize the service URL & the HTTP proxy (optional)

Mal i ma. LoadFr onConf i gFi | e();

/I Create the malina user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i maUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFi |l e();

/[l1nit the Iine identifier collection
Linel dentifierCollection |ineldentifierCollection

= new LineldentifierCollection();
lineldentifierCollection.|tensEl ement Name

= new | tensChoi ceType[ 1] ;
lineldentifierCollection.|tensEl ement Nane[ 0]

= |t emsChoi ceType. subscri pti onNunber ;
lineldentifierCollection.ltens = new string[1];
lineldentifierCollection.ltems[0] = "your_valid_subscription_nunber";

//Call the "Subm tUpdateSi nSt at us" mnet hod
Consol e. WiteLine("Call Subm tUpdateSi nSt atus net hod");
submi t Updat eSi nt at usRequest Response res = nul | ;
res = MalimaSini f ecycl eManagenent .. Subm t Updat eSi nft at us(
mal i mUser, |ineldentifierCollection,
Sl nSi nBt at us. ACTI VATED_FOR _TEST, Test Mbde. EURCPE) ;

if (res !'=null && res.ticketNunber Specifi ed)

{
//Print the ticket nunber

Consol e. Wi teLine("Ticket nunber : " + Convert.ToString(res.ticketNunber));

/1 Call the "GetUpdateSi nStatus” nethod

get Updat eSi nf5t at usResul t Response response = nul | ;

Ti cket St at usType ticket Status = Ti cket St at usType. WAI TI NG,
while (ticketStatus != TicketStatusType. TERM NATED
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&& ticketStatus != Ticket StatusType. ERROR)

response = Mali maSi nLi f ecycl eManagenent . Get Updat eSi nf5t at us(
mal i maUser, res.ticketNunber);

if (response != null)
ticket Status = response. gl obal Processi ngSt at us;

el se
ticket Status = Ti cket St at usType. ERROR;

/IWait a little before calling again the nethod
Syst em Thr eadi ng. Thr ead. Sl eep(30000) ;

}

[IPrint the result
StringBuil der str = new StringBuilder();
str. AppendLi ne(" Get Updat eSi nSt at us response for ticket nunmber "

+ Convert.ToString(res.ticketNunber) + " : ");
if (response != null && ticketStatus != TicketStatusType. ERROR)
{
if (response.statusUpdate != null)
{
foreach (StatusUpdate su in response. statusUpdate)
{
str. AppendLi ne("Status update line identifier itemname : "
+ su.inputLineldentifier.ltenEl ement Nane);
str. AppendLi ne("Status update line identifier item "
+ su.inputLineldentifier.ltemToString());
}
}
str. AppendLi ne("----");
}
Consol e. Wite(str.ToString());
}
}
catch (Configurati onException confi gurati onExcepti on)
{
Consol e. Wi teLine("A configuration exception occured: "
+ confi gurati onExcepti on. Message) ;
}
catch (Functional Exception functional Excepti on)
{
Consol e. WiteLine("A functi onal exception occured: "
+ functi onal Excepti on. Message) ;
}
catch (Techni cal Exception techni cal Excepti on)
{
Consol e. WiteLine("A techni cal exception occured: "
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. Wi teLi ne("An exception occured: " + e.Message);
}
}
}
}
The output looks like:
_ Business
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Cal | Subm t Updat eSi nf5t at us net hod

Ti cket nunber : 1647

Get Updat eSi nfSt at us response for ticket nunber 1647 :

Status update line identifier itemname : subscriptionNunmber
Status update line identifier item . 23697260

7. Subm t Consunpt i onTr acki ng and
Get Consunmpt i onTr acki ng methods

7.1. Subm t Consunpt i onTr acki ng method
7.1.1. Description

Submit a Consumption Tracking request for a set of SIM cards in a given period of time. This method enables
to consult afull traffic exchanged between a set of SIM cards, devices or machines and the Orange network.

Tip

The method Subm t Consunpti onTr acki ng is asynchronous and has to be used prior the
get Consunpt i onTr acki ng method call which gets back the submit result.

7.1.2. Input parameters

Table 5.13. SubmitConsumptionTracking: |nput parameters.

Name Type Description Cardinality
malimaUser Mal i maUser A Configurator for the Malima service 1.1
lineldentifier Li nel dentifi er A collection of Line Identifiers 11

Collection Col l ection
startDate Dat eTi ne? The start date of the request 1.1
endDate Dat eTi ne? The end date of the request 1.1
7.1.3. Output parameter
Table 5.14. SubmitConsumptionTracking: output parameter.
Name Type Description Cardinality
response subm t A ticket number usablein the 1.1

Consunpti onTr acki ng
Request Response

get Consunpt i onTr acki ng
request, and a collection of unknown
requested Lineldentifiersif any.

7.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

. Business
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7.2. Get Consunpt i onTr acki ng method

7.2.1. Description
Get theresult of aSubm t Consunpt i
Tip

onTr acki ng method call.

The method CGet Consunpt i onTr acki ng has to be used
Submi t Consunpt i onTr acki ng method call, in order to get the asynchronous submit result.

after a

Asthemethod isthe result of apreliminar asynchronous submit call, the result of the get method contains

aTicket Status telling wether the submit call work is finished, in progress or not started yet.

7.2.2. Input parameters

Table 5.15. GetConsumptionTracking: Input parameters.

Name Type Description Cardinality
malimalUser Mal i maUser A Configurator for the Malima service 1.1
string ti cket Nunmber A ticket number returned by the 1.1

submitConsumptionTracking method call.
7.2.3. Output parameter
Table5.16. GetConsumptionTracking: output parameter.

Name Type Description Cardinality

response get Consunpti on A global ticket statustelling wether the request is 1.1

Tr acki ngResponse

being processed, in progress or terminated ; an array
of Customer Identifier ; an array of Billing Account ;
an array of Line (i.e. volume of consumption, i.e.
CDRsfor each Line) ; the global number of CDRs
returned, the first CDR date and last CDR date,
and an array of unknown line identifier if any.

7.2.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

7.3. Sample Subm t Consunpt i onTr acki ng and
Get Consunpti onTr acki ng code

Thissample usesthemal i ma. confi g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System
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usi ng System Net ;

usi ng System Net. Security;

usi ng System Security. Crypt ography. X509Certifi cates;
usi ng System Text;

usi ng Orange. Api . Cormon. Excepti ons;

usi ng Orange. Api . Mal i ma;

usi ng Orange. Api . Mal i ma. Consunpt i onTr acki ng;

nanespace Test Mal i ma

{
public class Test SdkConsunpti onTr acki ng

{
public static bool RenoteCertificateValidationCallback(
hj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 If you want to performextra remote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Main(string[] args)
{
Ser vi cePoi nt Manager . Server Certi fi cateVal i dati onCal | back =
Renot eCertificateValidationCal | back;

try
{
/llnitialize the service URL & the HTTP proxy (optional)

Mal i ma. LoadFr onConf i gFi | e();

/I Create the malinma user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i mUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr onConfi gFi |l e();

/[l1nit the Iine identifier collection
Linel dentifierCollection |ineldentifierCollection

= new LineldentifierCollection();
lineldentifierCollection.|tensEl ement Name

= new | tensChoi ceType[ 1] ;
lineldentifierCollection.|tensEl ement Nane[ 0]

= |t emsChoi ceType. subscri pti onNunber ;
lineldentifierCollection.ltens = new string[1];
lineldentifierCollection.ltems[0] = "your_valid_subscription_nunber";

//1nit the dates
Dat eTi me startDateTi me = new DateTi mne(2010, 01, 01);
Dat eTi me endDat eTi ne = Dat eTi ne. Now,

//Call the "Subm tConsunptionTracki ng" nethod

Consol e. WiteLine("Call SubmtConsunptionTracking nethod");
submi t Consunpt i onTr acki ngRequest Response res = nul | ;
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res = Mali maConsunpti onTracki ng. Subm t Consunpt i onTr acki ng(
mal i maUser, lineldentifierCollection, startDateTi ne, endDateTine);

if (res !'=null && res.ticketNunber Specifi ed)

{
[IPrint the ticket number
Consol e. Wi teLine("Ticket nunber : " + Convert.ToString(res.ticketNunber));
/lCall the "GetConsunptionTracki ng" nethod
get Consunpti onTr acki ngResponse response = nul | ;
Ti cket St at usType ticket Status = Ti cket St at usType. WAI TI NG,
while (ticketStatus != TicketStatusType. TERM NATED
&& ticketStatus != Ticket StatusType. ERROR)
{
response = Mal i maConsunpti onTr acki ng. Get Consunpti onTr acki ng(
mal i maUser, res.ticketNunber);
if (res !'=null)
ticket Status = response. gl obal Processi ngSt at us;
el se
ticket Status = Ti cket St at usType. ERROR;
/IWait a little before calling again the nethod
Syst em Thr eadi ng. Thr ead. Sl eep(5000) ;
}
[IPrint the result
StringBuil der str = new StringBuilder();
str. AppendLi ne(" Get Consunpti onTr acki ng response for ticket nunber "
+ Convert.ToString(res.ticketNunber) + " : ");
if (response != null && ticketStatus != TicketStatusType. ERROR)
{
if (response.customnerldentifier !'= null
&& response. customnerldentifier.Length > 0)
{
foreach (Custonerldentifier ci in response.custonerldentifier)
{
str. AppendLi ne(" Custoner identifier list");
if (ci.identifier !'= null)
{
str. AppendLi ne(" Custoner identifier : "
+ ci.identifier
+ " (type : " + ci.type + ")");
}
}
str. AppendLi ne("----");
}
if (response.billingAccount != null
&& response. bi |l i ngAccount. Length > 0)
{
str. AppendLi ne("Billing account list :");
foreach (BillingAccount ba in response. billingAccount)
{
str. AppendLi ne("Bi |l ling account :");
str. AppendLi ne(" Account number :" + ba.billingAccount Nunmber);
if (ba.billingAddress != null)
{
str. AppendLi ne(" Account address :");
str. AppendLi ne(" Street nane and nunber : "
+ ba. bi |l i ngAddr ess. st r eet NaneAndNunber) ;
str. AppendLi ne(" Locality Or PO Box "
_ Business
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+ ba. bil i ngAddr ess. | ocal i t yOr POBox) ;

str. AppendLi ne(" Conpl enent s
+ ba. bi | I i ngAddr ess. conpl enent s) ;
str. AppendLi ne(" Town
+ ba. bi |l i ngAddr ess. t own) ;
str. AppendLi ne(" Post Code
+ ba. bi | I i ngAddr ess. post Code) ;
str. AppendLi ne(" Country
+ ba. bi |l i ngAddr ess. country);
str. AppendLi ne("----");
}
}
}
if (response.line != null
&& response. line.Length > 0)
{
str. AppendLi ne("Line list : ");
foreach (Line line in response.|line)
if (line.inputLineldentifier !'= null)
if (line.inputLineldentifier.ltem!= null)
str. AppendLi ne(" Line identifiers item:
+ line.inputLineldentifier.ltem ToString());
str. AppendLi ne(" Line identifiers item nane :
+ line.inputLineldentifier.I|tenEl enentNane);
}
}
str. AppendLi ne("----");
}
}
Consol e. Wite(str.ToString());
}
}
catch (Configurati onException confi gurati onExcepti on)
{
Consol e. Wi teLine("A configuration exception occured:
+ configurati onExcepti on. Message) ;
}
catch (Functional Exception functional Excepti on)
{
Consol e. Wi teLine("A functi onal exception occured:
+ functional Excepti on. Message) ;
}
catch (Techni cal Exception techni cal Excepti on)
{
Consol e. WiteLine("A techni cal exception occured:
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. Wi teLi ne("An exception occured: " + e.Message);
}

The output looks like:
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Cal | Subm t Consunpti onTracki ng nmet hod
Ti cket nunmber : 1645
Get Consunpt i onTr acki ng response for ticket nunber 1645 :
Custoner identifier Ilist

Custoner identifier : 304827900 (type : SIREN)
Billing account list :
Billing account :

Account nunber :64095147

Account address :

Street nanme and nunber : RUE VI CTOR

Locality O PO Box : RUE VI CTOR
Conpl enent s :
Town . PESSAC
Post Code : 33600
Country : FR

Line list :

Line identifiers item: 23697249
Line identifiers itemname : subscriptionNunber

8. Get Net wor kSt at us method

8.1. Get Net wor kSt at us method

8.1.1. Description

Get Network Status information from given GPS coordinates, i.e. in agiven geographic area.

8.1.2. Input parameters

Table5.17. GetNetworkStatus: I nput parameters.

Name Type Description Cardinality
malimaUser Mal i maUser A Configurator for the Malima service 1.1
coordinates Coor di nat es GPS coordinatesin WGS84 / DMSO 1.1

format. Examples : N48d48m41s0.0 -
E2d19m39s0.0 N45d0m14s0.0 - W1d11m49s0.0
. Business
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8.1.3. Output parameter

Table 5.18. GetNetworkStatus: output parameter.

Name Type Description Cardinality
response get Net wor k A Network status telling wether the responseis 1.1
St at usResponse OK or not ; an Area Coverage array describing

for each technology (2G, 3G, ...) if the network
is covered or not, with a brief description ; an
Breakdown Report array telling for each kind of
network (2G Voice, 2G Data, 3G voice, ...) the
kind of incident occuring, with a brief description.

8.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

8.2. Get Net wor kSt at us method sample code

Thissample usesthemal i ma. confi g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conmon. Excepti ons;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. Net wor kSt at us;

nanespace Test Malima

{

public class Test Net wor kSt at us

{
public static bool RenpbteCertificateValidationCallback(

oj ect sender,

X509Certificate certificate,
X509Chai n chai n,

Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 1f you want to performextra renote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Min(string[] args)

{

Ser vi cePoi nt Manager . Server CertificateValidationCal | back =
RenoteCertifi cateVal i dati onCal | back;

Business
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try

/llnitialize the service URL & the HTTP proxy (optional)
Mal i ma. LoadFr onConf i gFi | e();

/I Create the malinma user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i mUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFil e();

//1nit the coordinates you want to see
Coor di nat es coordi nates = new Coordi nates();
//Here an exanple with the Ei ffel Tower
/1 http://maps. google.fr/?

i e=UTF8&I | =48. 858052, 2. 294469&spn=0. 006847, 0. 018024&t =h&z=16
coordi nates. | atitude = "N48d49m43s0. 0";
coordi nat es. | ongi tude = "E2d18n26s0. 0";

/Il Call the "GetNetworkStatus" nethod
Consol e. WiteLine("Call GetNetworkStatus nmethod");
get Net wor kSt at usResponse response = nul | ;

response = (MalimaNet wor kSt at us. Get Net wor kSt at us( mal i maUser, coordi nates));

[IPrint the result
StringBuil der str = new StringBuilder();

str. AppendLi ne(" Get Net wor kSt at us response for |atitude " + coordinates.|atitude

+ " and longitude " + coordinates.longitude + " : ");
if (response != null)
{
str. AppendLi ne("Network status : " + response. status);
if (response. areaCoverage != null && response. areaCoverage. Length > 0)
{

str. AppendLi ne(" Covered technol ogies :");
foreach (AreaCoverage areaCoverage in response. areaCover age)

{
str. Append(” Technol ogy : " + areaCoverage.technol ogy);
str. AppendLi ne(" is covered "
+ (areaCover age. coverage ? "yes" : "no"));
}
str. AppendLi ne("----");
}
if (response. areaCover ageDescription != null
&& response. ar eaCover ageDescri ption. Length > 0)
{
str. AppendLi ne(" Cover age descriptions : ");
foreach (string description in response. areaCoverageDescri ption)
{
str. AppendLi ne(" Descri ption " + description);
}
str. AppendLi ne("----");
}
if (response. breakdownReport != null
&& response. br eakdownReport. Length > 0)
{

str. AppendLi ne(" Breakdown reports :");

foreach (BreakdownReport report in response. breakdownReport)

{
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str. AppendLi ne(" For com type : "
+ report.comruni cati onType
+ ", the breakdown is "
+ report.classification);
}
str. AppendLi ne("----");
}
if (response. breakdownReport Description != null
&& response. br eakdownReport Descri pti on. Length > 0)
{
str. AppendLi ne( " Breakdown report descriptions :");
foreach (string reportDescription in response. breakdownReport Descri ption)
{
str. AppendLi ne(" Description : " + reportDescription);
}
str. AppendLi ne("----");
}
if (!'String.IsNull O Empty(response. errorMessage))
str. AppendLi ne("Error message : " + response.errorMessage);

Consol e. Wite(str.ToString());

}
}
catch (Configurati onException configurati onExcepti on)
{
Consol e. Wi teLine("A configuration exception occured: "
+ confi gurati onExcepti on. Message) ;
}
catch (Functional Exception functional Excepti on)
{
Consol e. WiteLine("A functi onal exception occured: "
+ functi onal Excepti on. Message) ;
}
catch (Techni cal Exception techni cal Excepti on)
{
Consol e. WiteLine("A techni cal exception occured: "
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. Wi teLi ne("An exception occured: " + e.Message);
}

The output looks like:

Cal | Get Networ kSt atus net hod

Get Net wor kSt at us response for |atitude NA8d49m43s0.0 and | ongi tude E2d18n26s0.0 :
Network status : K

Covered technol ogi es :

Technol ogy : TECH 2G i s covered . no

Technol ogy : TECH 3G 2100 is covered > no

Technol ogy : TECH 3G 900 is covered : no
Cover age descri ptions :

Descri ption : En limte de couverture ou pas de couverture active

_ Business
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Br eakdown reports :
For com type : DATA 3G the breakdown i s NO | NFORVATI ON_AVAI LABLE
For com type : VO CE_ 3G the breakdown i s NO_| NFORVATI ON_AVAI LABLE
For com type : VO CE 2G the breakdown i s NO_| NFORVATI ON_AVAI LABLE
For com type : DATA 2G the breakdown i s NO | NFORVATI ON_AVAI LABLE

Br eakdown report descriptions :
Description : Non couvert en 3G 3G+
Description : Non couvert en 2G

9. Get I nci dent D agnosti ¢cs method
9.1. Get | nci dent Di agnost i ¢cs method
9.1.1. Description

Get an Incident diagnostics information concerning a Line Identifier.

9.1.2. Input parameters

Table5.19. GetlncidentDiagnostics: Input parameters.

Name Type Description Cardinality
malimalUser Mal i maUser A Configurator for the Malima service 1.1
lineldentifier Li nel dentifi er The SIM card identifier referenced by a 1.1

subscriptionNumber, a simSerial Number,
adevicelmel, adeviceSerialSumber, a
deviceUniqueld, a machineSerial Number, or a
phone number associated to voice, data or fax.

9.1.3. Output parameter

Table 5.20. GetlncidentDiagnostics: output parameter.

Name Type Description Cardinality
response get | nci dent An IncidentDiagnostics response for the 11
Di agnosti csResponse given Lineldentifier concerning geolocation

data of the SIM card, the last known
geolocation area of the SIM card, and the
network status concerning the SIM card area.

9.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

9.2. Get I nci dent Di agnost i cs method sample code

Thissample usesthemal i ma. confi g file, don't forget to fill in your information.
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This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conrmon. Excepti ons;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. | nci dent Di agnosti cs;

nanespace Test Malima

{

public class Test Sdkl nci dent Di agnosti cs
{
public static bool RenpbteCertificateValidationCallback(
oj ect sender,
X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

{
/1 1f you want to performextra renmote certificate validations,
/'l please add inpl enentation here.
return true;

}

public static void Min(string[] args)

{

Servi cePoi nt Manager . Server CertificateValidationCal | back =
Renot eCertifi cateVal i dati onCal | back;

try
{
/llnitialize the service URL & the HITP proxy (optional)

Mal i ma. LoadFr onConfi gFil e();

/I Create the malim user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i meUser . AccessKey = "your _access_key";

mal i maUser . AccessKeyPassword = "your _access_key_password";

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFromConfi gFil e();

/llnit the line identifier

Lineldentifier lineldentifier = new Lineldentifier();
lineldentifier.ltenEl ement Nane = |tentChoi ceType. subscri pti onNunber ;
lineldentifier.ltem= "your_valid_subscription_nunber";

/I Call the "GetlncidentDi agnostics" nethod

Consol e. WiteLine("Call GetlncidentD agnostics nethod");

get I nci dent Di agnost i csResponse response = nul | ;

response = Mal i mal nci dent Di agnosti cs. Get | nci dent Di agnosti cs(mal i naUser,
lineldentifier);

[/ Print the result
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StringBuil der str = new StringBuilder();
str. AppendLi ne(" Get | nci dent Di agnosti cs response for Subscription Nunber "
+ lineldentifier.ltem+ " : ");
if (response != null)
{
str. AppendLi ne( "I nci dent di agnostics status : "
+ response. i nci dent Di agnosti csSt at us) ;

if (response.geol ocationlnformation != null)

{
str. AppendLi ne(" Geol ocati on information : ");
str. Append("  Date Ly

if (response. geol ocati onl nformati on. geol ocati onDat eSpeci fi ed)
str. AppendLi ne(

response. geol ocati onl nf or mat i on. geol ocat i onDat e. ToShort Ti meString());

el se
str. AppendLi ne("unspeci fied");
str. AppendLi ne(" Error code "
+ response. geol ocati onl nf or mati on. geol ocat i onErr or Code) ;
str. AppendLi ne(" Error message "
+ response. geol ocati onl nf or mati on. geol ocat i onError Message) ;
str. AppendLi ne("----");
}
if (response. networ kSt at usResponse ! = nul |)
{
str. AppendLi ne(" Net wor k st at us "),
i f (response. networ kSt at usResponse. ar eaCoverage I'= null
&& response. net wor kSt at usResponse. ar eaCover age. Length > 0)
{
str. AppendLi ne(" Covered technol ogies :");
foreach (AreaCoverage areaCoverage
i n response. net wor kSt at usResponse. ar eaCover age)
{
str. AppendLi ne(" Technol ogy "
+ ar eaCover age. t echnol ogy
+ " is covered "
+ (areaCover age. coverage ? "yes" : "no"));
}
str. AppendLi ne("----");
}
i f (response. networ kSt at usResponse. ar eaCover ageDescri ption !'= null
&& response. net wor kSt at usResponse. ar eaCover ageDescri pti on. Length > 0)
{
str. AppendLi ne(" Cover age descriptions: ");
foreach (string description
i n response. net wor kSt at usResponse. ar eaCover ageDescri pti on)
{
str. AppendLi ne(" Description : " + description);
}
str. AppendLi ne("----");
}
if (response. networ kSt at usResponse. br eakdownReport ! = nul |
&& response. net wor kSt at usResponse. br eakdownReport. Length > 0)
{

str. AppendLi ne(" Br eakdown reports A
f oreach (BreakdownReport report
i n response. net wor kSt at usResponse. br eakdownReport)
{
str. AppendLi ne(" For com type: "
+ report. communi cati onType

. Business
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+ ", the breakdown is " + report.classification);
}
str. AppendLi ne("----");
}
i f (response. networ kSt at usResponse. br eakdownReport Descri ption !'= null
&& response. net wor kSt at usResponse. br eakdownReport Descri pti on. Length >
0)
{
str. AppendLi ne( " Breakdown report descriptions :");
foreach (string reportDescription
in response. net wor kSt at usResponse. br eakdownRepor t Descri pti on)
{
str. AppendLi ne(" Descri ption " + reportDescription);
}
str. AppendLi ne("----");
}
}
Consol e. Wite(str.ToString());
}
}
catch (Configurati onException configurati onExcepti on)
{
Consol e. Wi teLine("A configuration exception occured: "
+ confi gurati onExcepti on. Message) ;
}
catch (Functional Exception functional Excepti on)
{
Consol e. WiteLine("A functi onal exception occured: "
+ functi onal Excepti on. Message) ;
}
catch (Techni cal Exception techni cal Excepti on)
{
Consol e. WiteLine("A technical exception occured: "
+ techni cal Excepti on. Message) ;
}
catch (Exception e)
{
Consol e. Wi teLi ne("An exception occured: " + e.Message);
}

The output looks like:

Cal | GCetlnci dent Di agnosti cs net hod

Get I nci dent Di agnostics response for Subscription Nunber 23697260 :
I nci dent diagnostics status : NO GEOLOCATI ON_AVAI LABLE

Geol ocation information :

Dat e : unspecified
Error code : 12
Error nessage : Not a nenber
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10. Subm t Sessi onHi st ory and Get Sessi onHi story
methods

10.1. Subm t Sessi onHi st or y method
10.1.1. Description

Submit arequest for agiven SIM card in order to get all traffic info occured in a period.
Tip

The method Submit Sessi onHi story is asynchronous and has to be used prior the
Cet Sessi onHi st or y method call which gets back the submit result.

10.1.2. Input parameters

Table 5.21. SubmitSessionHistory: Input parameters.

Name Type Description Cardinality
malimalUser Mal i maUser A Configurator for the Malima service 1.1
lineldentifier Li neldentifier A unique Line Identifier 11

startDate Dat eTi ne? The start date of the request 11
endDate Dat eTi ne? The end date of the request 1.1

10.1.3. Qutput parameter

Table5.22. SubmitSessionHistory: output parameter.

Name Type Description Cardinality

ticketNumber string A ticket number usablein the 1.1
GetSessionHistory request.

10.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

10.2. Get Sessi onHi st or y method
10.2.1. Description

Get the result of aSubmi t Sessi onHi st or y method call.
Tip

The method Get Sessi onHi st or y hasto be used after aSubmi t Sessi onHi st or y method call,
in order to get the asynchronous submit result.
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Asthemethod istheresult of apreliminar asynchronous submit call, the result of the get method contains
aTicket Statustelling wether the submit call work isfinished, in progress or not started yet.

10.2.2. Input parameters

Table5.23. GetSessionHistory: Input parameters.

Name Type Description Cardinality
malimaUser Mal i mUser A Configurator for the Malima service 11
string ti cket Nunber A ticket number returned by the 1.1
Subm t Sessi onHi st or y method call.

10.2.3. Output parameter

Table5.24. GetSessionHistory: output parameter.

Name Type Description Cardinality

response get Sessi on A global ticket statustelling wether the request is 1.1
Hi st or yResponse being processed, in progress or terminated ; a Billing
Account data; aLine data (refering an array of
CustomerData, a Subscription, a SIM card, a Device,
amachineidentifier) ; and an array of Session.

10.2.4. Exceptions

This web method may throw Techni cal Excepti on or Functi onal Excepti on.

10.3. Sample Subm t Sessi onHi st ory and
Get Sessi onHi st ory sample code
Thissample usesthemal i ma. confi g file, don't forget to fill in your information.

This sample shows you how to get the current M2M API release.

usi ng System

usi ng System Net;

usi ng System Net. Security;

usi ng System Security. Cryptography. X509Certificates;
usi ng System Text;

usi ng Orange. Api . Conmon. Excepti ons;

usi ng Orange. Api . Mal i ng;

usi ng Orange. Api . Mal i ma. Sessi onHi story;

nanespace Test Malima

{

public class Test SessionHi story

{
public static bool RenpteCertificateValidationCallback(

oj ect sender,
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X509Certificate certificate,
X509Chai n chai n,
Ssl Pol i cyErrors ssl PolicyErrors)

/1 If you want to performextra remote certificate validations,
/'l please add inpl enentation here.

return true;

}

public static void Main(string[] args)
{
Servi cePoi nt Manager . Server Certi fi cateVal i dati onCal | back =
Renot eCertificateValidationCal | back;

try
{
/llnitialize the service URL & the HTTP proxy (optional)

Mal i ma. LoadFr onConf i gFi | e();

/I Create the malina user

Mal i maUser mal i maUser = new Mal i maUser () ;

mal i maUser . AccessKey = "your _access_key";

mal i maUser . AccessKeyPassword = "your _access_key_password”;

/1 You can al so use LoadFronConfigFile to set these paraneters
/' mal i maUser . LoadFr omConfi gFi |l e();

/llnit the line identifier

Lineldentifier lineldentifier = new Lineldentifier();
lineldentifier.ltenEl ement Nane = |tenChoi ceType. subscri pti onNunber ;
lineldentifier.ltem= "your_valid_subscription_nunber";

/llnit the dates : the interval nust not be over 25 days
Dat eTi me? startDateTi ne = new Dat eTi me(2010, 02, 15);
Dat eTi me? endDat eTi me = new Dat eTi me(2010, 02, 20);

//Call the "Subm tSessionHi story" method

Consol e. WiteLine("Call SubmtSessionHi story nethod");

int ticketNunmber = O;

ticket Nunber = Mal i maSessi onHi story. Subm t Sessi onHi st ory(
mal i maUser, lineldentifier, startDateTi me, endDateTi ne);

if (ticketNunmber != 0)
{
[IPrint the ticket number
Consol e. Wi teLine("Ticket nunber : " + Convert.ToString(ticketNunber));

/lCall the "GetSessionH story" method
get Sessi onHi st or yResponse response = nul | ;
Ti cket St at usType ticket Status = Ti cket St at usType. WAI TI NG,
while (ticketStatus != TicketStatusType. TERM NATED
&& ticketStatus != Ticket StatusType. ERROR)
{
response = Mali maSessi onHi story. Get Sessi onHi st or y(
mal i mUser, ticket Nunber);

if (response != null)

ticket Status = response. gl obal Processi ngSt at us;
el se

ticket Status = Ti cket St at usType. ERROR;
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/IWait a little before calling again the nethod
Syst em Thr eadi ng. Thr ead. Sl eep(3000) ;

}

/1 Print the result
StringBuilder str = new StringBuilder();
str. AppendLi ne(" Get Sessi onHi story response for ticket nunmber "

+ Convert.ToString(ticketNunber) + " : ");
if (response != null)
{
if (response. billingAccount != null)
{
str. AppendLine("Billing account :");
str. AppendLi ne(" Account nunber :" +
response. bi | I i ngAccount . bi | I i ngAccount Nunber ) ;
if (response. billingAccount.billingAddress != null)
{
str. AppendLi ne(" Account address :");
str. AppendLi ne(" Street nane and nunber : "
+
response. bil | i ngAccount . bi | | i ngAddr ess. st reet NameAndNunber) ;
str. AppendLi ne(" Locality Or PO Box "
+ response. bi | I i ngAccount . bi | | i ngAddr ess. | ocal i t yOr POBox) ;
str. AppendLi ne(" Conpl enent s "
+ response. bi | | i ngAccount . bi | | i ngAddr ess. conpl enent s) ;
str. AppendLi ne(" Town "
+ response. bi | I i ngAccount. bi | | i ngAddr ess. t own) ;
str. AppendLi ne(" Post Code "
+ response. bi | | i ngAccount . bi | | i ngAddr ess. post Code) ;
str. AppendLi ne(" Country "
+ response. bi | I i ngAccount . bi | | i ngAddr ess. country);
str. AppendLi ne("----");
}
}
if (response.line I'= null)
{
str. AppendLi ne("Line : ");
if (response.line.device != null)
{
str. AppendLi ne(" Devi ce serial nunber "
+ response. | i ne. devi ce. seri al Nunber) ;
str. AppendLi ne(" Devi ce uni que identifier : "
+ response. | i ne. devi ce. uni quel dentifier);
}
str. AppendLi ne("----");
str. AppendLi ne(" Machi ne identifier "
+ response. | i ne. machi nel dentifier);
if (response.line.sim!= null)
{
str. AppendLi ne("SI M) ;
str. AppendLi ne(" SI M serial nunber D
+ response. | i ne.si mserial Nunber);
str. AppendLi ne(" SI M st at us "
+ response. | i ne. si mstatus);
str. AppendLi ne(" SI M | MEI "
+ response.line.siminei);
if (response.line.simlastStatusRefreshDate != null)
str. AppendLi ne(" SIM|ast stat. refresh date : "
Business
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+
response. | i ne. si m| ast St at usRefreshDat e. ToShort Ti meString());
str. AppendLi ne("----");
}

if (response.line.subscription !'= null)
{
str. AppendLi ne(" Subscri ption");
if (response.line.subscription.identifier != null)
str. AppendLi ne(" Subscription identifier
+ response. | i ne. subscription.identifier);
if (response.line.subscription.description != null)
{
str. AppendLi ne(" Subscri ption description user
+ response. | i ne. subscri ption. descri ption. user);
str. AppendLi ne(" Subscri ption description user ref
+ response. | i ne. subscri ption. descri ption. userRef);
string[] services =
response. | i ne. subscri pti on. descri ption. service
if (services != null && services.Length > 0)
{
foreach (string s in services)
str. AppendLi ne(" Subs. descr. service
+ s);
}
str. AppendLi ne(" Subscri ption description val ue
+ response. | i ne. subscri ption. descri ption. val ue);

}

if (response.line.subscription.nsisdnData != null)
{
str. AppendLi ne(" Subscri ption nsisdn data cc
+ response. | i ne. subscri ption. nsi sdnDat a. cc) ;
str. AppendLi ne(" Subscri ption nsisdn data sn
+ response. | i ne. subscri pti on. nsi sdnDat a. sn) ;

}

if (response.line.subscription. nsisdnFax != null)
{
str. AppendLi ne(" Subscri ption nsisdn fax cc
+ response. | i ne. subscri pti on. msi sdnFax. cc) ;
str. AppendLi ne(" Subscription nsisdn fax sn
+ response. | i ne. subscri pti on. nsi sdnFax. sn) ;

}

if (response.line.subscription. nsisdnVoice != null)
{
str. AppendLi ne(" Subscri ption nsi sdn voi ce cc
+ response. | i ne. subscri pti on. nsi sdnVoi ce. cc) ;
str. AppendLi ne(" Subscri ption nsisdn voi ce sn
+ response. | i ne. subscri pti on. nsi sdnVoi ce. sn) ;

}

if (response.line.subscription.creationDateSpecified)
{
if (response.line.subscription.creationDate != null)
str. AppendLi ne(" Subscription creation date
+
response. | i ne. subscri ption. creati onDat e. ToShort Ti meStri ng());

}

if (response.line.subscription.connectionDateSpecified)

{

if (response.line.subscription.connectionbDate != null)
str. AppendLi ne(" Subscri ption connection date
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+
response. | i ne. subscri ption. connecti onDat e. ToShort Ti meString());

}

str. AppendLi ne("----");
}
if (response.line.custonerlidentifier !'= null

&& response. |l ine.custonerldentifier.Length > 0)
{

str. AppendLi ne(" Custoner identifiers : ");
foreach (Custonerldentifier c in
response. | i ne. cust orerl dentifier)

{
str. Append(” Identifier : " + c.identifier);
str. AppendLi ne(" (type : " + c.type + ")");
}
str. AppendLi ne("----");
}
if (response.sessions != null)
{

str. AppendLi ne("Session : ");
if (response. sessions.firstSessionDateTi meSpeci fied)

if (response.sessions.firstSessionDateTime != null)
str. AppendLi ne(" First session date tine : "
+

response. sessi ons. first Sessi onDat eTi me. ToShort Ti meString());
if (response. sessions. | ast Sessi onDat eTi neSpeci fi ed)

if (response. sessions. | astSessionDateTime != null)
str. AppendLi ne(" Last session date time : "
+
response. sessi ons. | ast Sessi onDat eTi ne. ToShort Ti meString());
if (response.sessions.periodStartDateTime != null)
str. AppendLi ne(" Period start date time : "
+ response. sessi ons. peri odSt art Dat eTi ne) ;
if (response. sessions. peri odEndDateTinme != null)
str. AppendLi ne(" Period start date time : "
+ response. sessi ons. peri odEndDat eTi ne) ;
str. AppendLi ne(" Nurmber of remmining results : "
+
Convert. ToStri ng(response. sessi ons. nunmber Of Remai ni ngResul ts));
str. AppendLi ne(" Total nunber of results : "
+ Convert.ToString(response. sessi ons. total Number Of Resul ts));
if (response.sessions.session != null
&& response. sessi ons. sessi on. Length > 0)
{
str. AppendLi ne(" Session list @ ");
foreach (Session s in response. sessi ons. sessi on)
{
str. AppendLi ne(" Item el enent nane : "
+ s. | tenkEl ement Nane) ;
str. AppendLi ne(" Bearer type "
+ s. bearerType);
str. AppendLi ne(" Communi cation way : "
+ s. conmmuni cat i on\\y) ;
str. AppendLi ne(" Country o
+ s.country);
if (s.emssionDate != null)
str. AppendLi ne(" Em ssion date : "
+ s.em ssionDate. ToShort Ti meString());
str. AppendLi ne(" Item o

+ Convert.ToString(s.ltem);
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str. AppendLi ne(" Snms cal | "
+ (s.snsCall ? "yes” "no"));
str. AppendLi ne(" Term nal id o
+ s.term nal | d);
str. AppendLi ne(" ----");
}
}
}
}
str. AppendLi ne("----");

}
Consol e. Wite(str.ToString());
}
}
catch (Configurati onException configurati onExcepti on)
{
Consol e. Wi teLine("A configuration exception occured:
+ configurati onExcepti on. Message) ;

}

catch (Functional Exception functional Excepti on)

{
Consol e. Wi teLine("A functi onal exception occured: "

+ functi onal Excepti on. Message) ;

}

catch (Techni cal Exception techni cal Excepti on)

{
Consol e. WiteLine("A technical exception occured: "

+ techni cal Excepti on. Message) ;

}

catch (Exception e)

{
Consol e. Wi teLi ne("An exception occured: " + e.Message);

}

}
}
}
The output looks like:
Cal | Subm t Sessi onHi story net hod

Ti cket nunber 1646

Get Sessi onHi story response for ticket number 1646 :

Bi | ling account
Account nunber :64095147
Account address :

Street nanme and nunber RUE VI CTOR
Locality Or PO Box RUE VI CTOR
Conpl enent s
Town PESSAC
Post Code 33600
Country FR
Li ne :
Machi ne identifier
SIM
SI M serial nunber 1956473384131
SI M st at us PRE_ACTI VATED
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SIM|ast stat. refresh date : 14:55

Subscri pti on
Subscri ption
Subscri pti on
Subscri ption
Subscri ption
Subscri pti on

identifier 23697253

description user : CHAB3

description user ref

description val ue Busi ness M To M Pack 2 M
creation date : 00: 00

Customer identifiers

Identifier
Sessi on

Peri od start

Peri od start

304827900 (type : SIREN)

15/ 02/ 2010 00: 00: 00
20/ 02/ 2010 00: 00: 00

date tinme :
date tinme :

Nunmber of remmining results : 0

Tot al nunber

of results : 0
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Caution

The error message returned by the M2M APl may contain a reference to <user name>. It refers to the couple
AccessKey - Access Key Password used for authentication.

TableA.1. Error codes

Code Detail
mal i maErr or Faul t Error message: Une erreur Malina est survenue..

Can be of several kinds:

MM UNKNOWN USER : L'utilisateur <user name> est inconnu
de Mali ma.

Input parameter: user namne.

CANNOT_CONNECT_TO _DATABASE : Acces inpossible a | a base
de donnée.

M.M TI CKET_CREATI ON : La création du ticket a échoué.

M.M NETWORKSTATUS SERVI CE_CONNECTI ON_ERROR : | npossi bl e
de se connecter au service de nétéo du réseau.

M.M NETWORKSTATUS SERVI CE_ACCESS DENIED Acceés au
service de nétéo du réseau non autori sé.

M_.M GEOLOC_SERVI CE_CONNECTI ON_ERRCR : I npossible de se
connecter au service de géol ocalisation.

M.M_GEOLOC_SERVI CE_ACCESS DENI ED : Accés au service de
géol ocal i sati on non autori sé.

unknownLi nel dentifier |Errormessage Unknwon [ine identifier / ldentifiant de |ligne
Error Faul t i nconnu. .

Description: choose only one of the foll owing el enent:

subscriptionNumber, simSerialNumber, devicelmei, deviceSerialNumber,
deviceUniqueld, machineSerialNumber, msisdnV oice, msisdnData, msisdnFax.

t ooManyLi ne Error message: Too many |ines identifiers.

| dentifiersFault
Description: Le nonbre d'identifiants de |igne est trop él evé

(<maxi mum |i nes nunber> au maxi num .

Input parameter: maxAl | owedLi nel denti fi er sNunber.
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Code Detail
i nval i dPar amet er Faul t |Error message: At | east one paraneter is not valid.

Description: Au noi ns un paranmetre n'est pas valide.

unknownTi cket Faul t Error message: Unknown ti cket nunber.
Description: Le ticket <ticket nunber> est inconnu.

Input parameter: unknownTi cket Nunber

resul t Al r eady Error message: | f a user try to retrieve a result he has
Retri evedFaul t al ready retrieved.

Description: Le résultat a déja été récupéré le <fisrt
retrieval date>.

Input parameter: ret ri eval Dat e

net wor kSt at us Error message: net wor kSt at usSer vi ceEr r or Faul t : Net wor k
Servi ceError Faul t status IS error.

Description: Une erreur est survenue dans | e service de météo
du réseau.

i nval i dPeri od Error message: | nval i d period error.
Error Faul t

Description: Péri ode de recherche non vali de.

Malima error messages listing :

La date de fin est antérieure a |a date de début.

La date de début de recherche renonte a plus d'un an.

La durée de | a période de recherche excede 30 jours.

More specific error can be returned into M2M API responses, they are returned into M2M tickets responses when
reguesting asynchronous (i.e. submitXxx, then getXxx requests) queries:

Table A.2. Ticket Error codes

Code Detail
M.M TELCO | S_ERROR [ 0000000573] Un seul critére de positionnenment doit étre
rensei gné.
M_.M TELCO | S_ERROR [ 0000000574] Un critere de positionnenent doit étre
rensei gné.

M_.M TELCO | S ERRCR [ 0000000575] Le N° d' abonnenent est inconnu.
M.M TELCO | S ERROR [ 0000000581] Non autorisé a nodifier |'abonnenent.

M.M TELCO | S_ERROR [ 0000000584] La date d'effet doit étre supérieure ou
égale a la date du jour.

M_.M TELCO | S_ERROR [ 0000000585] Le Code service est inconnu.
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Code

Detail

MLM TELCO | S_ERRCOR

[ 0000000586] Le code service est inconnu

MLM TELCO | S_ERRCR

[ 0000000597] Le code service a une date d' effet

inférieure a | a date de connexi on

M_M TELCO | S_ERRCR

[ 0000000598] Le code service est recurrent et existe déja
sur | ' abonné.

MLM TELCO | S_ERROR

[ 0000000600] La date d effet est invalide elle doit étre
au premer du nois.

MLM TELCO | S_ERRCR

[ 0000000655] La zone numéri que passée en paranetre n' est
pas val i de.

MLM TELCO | S_ERRCR

[ 0000000675] Aucun abonné n'est éligible.

MLM TELCO | S_ERROR

[ 0000000711] Positionnenent inpossible |le service existe
déj a sur |'abonné.

MLM TELCO | S_ERROR

[ 0000000794] La zone numeri que passée en paranmetre n'est
pas vali de.

MLM TELCO | S_ERROR

[ 0000000795]
val i de.

La date passée en paranmetre n'est pas

MLM TELCO | S_ERRCR

[ 0000000796] Le N° d'abonnenent est obligatoire.

MLM TELCO | S_ERROR

[ 0000000800] Le N° d'abonnenent est inconnu.

MLM TELCO | S_ERRCR

[ 0000000842] Le nonbre d'abonnés dépasse | e pl af ond.

MLM TELCO | S_ERRCR

[ 0000000844] La zone numéri que passée en paranetre n' est
pas val i de.

MLM TELCO | S_ERRCOR

[ 0000000848] Le nonbre d'itérations denmandées dépasse |l e

seuil max. de restitution

M_.M TELCO | S_ERROR [ 0000000987] Un seul critére de positionnenent doit étre
rensei gné.

M_.M TELCO | S_ERROR [ 0000000988] Un critere de positionnenent doit étre
rensei gné.

M.M TELCO | S ERROR [ 0000000989] Le N° d'abonnenment est inconnu

M_.M TELCO | S ERROR [ 0000000995] Non autorisé a nodifier |'abonnenent.

M_.M TELCO | S_ERROR [ 0000000996] Renseigner code option ou code type de
nmodi fi cation.

M_.M TELCO | S_ERROR [ 0000000997] Le code nodification est obligatoire.

M.M TELCO | S_ERROR [ 0000000998] Code option invalide

M_.M TELCO | S ERROR [ 0000000999] Code type de nodification et/ou Code

nmodi fication invalides.

MLM TELCO | S_ERROR

[ 0000001000] Type de suspensi on obligatoire.

MLM TELCO | S_ERROR

[ 0000001001] N° d' abonnement obligatoire.

MLM TELCO | S_ERRCR

[ 0000001008] Attention, abonné deconnecté ou en attente

de résiliation.
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Code

Detail

MLM TELCO | S_ERRCOR

[ 0000001009] Attention, abonné non connecté ou en attente
de connexi on.

MLM TELCO | S_ERRCR

[ 0000001010] Attention
suspensi on.

abonné suspendu ou en attente de

M_M TELCO | S_ERRCR

[ 0000001012]
| " abonné.

Denmande inconpatible avec le tarif de

MLM TELCO | S_ERROR

[ 0000001013] Service inconpati bl e avec | ' opti on demandée

MLM TELCO | S_ERRCR

[ 0000001019] M gration non autorisée.

MLM TELCO | S_ERRCR

[ 0000001023] Date d'effet incorrecte.

MLM TELCO | S_ERROR

[ 0000001024] Type de suspension incorrect.

MLM TELCO | S_ERROR

[ 0000001025] Demande non applicabl e.

MLM TELCO | S_ERRCOR

[ 0000001026] Contact inconnu.

MLM TELCO | S_ERROR

[ 0000001028] Denmande non applicable.

M_M TELCO | S_ERRCR

[ 0000001035] N° abonnement obligatoire.

MLM TELCO | S_ERRCR

[ 0000001037] Date d'effet incorrecte.

MLM TELCO | S_ERRCR

[ 0000001038] Denmnde non applicable.

MLM TELCO | S_ERRCOR

[ 0000001039] Val eur non autori sée.

MLM TELCO | S_ERROR

[ 0000001040] L' événenent n'a pas été annul é.

MLM TELCO | S_ERRCR

[ 0000001044] Demande non applicabl e.

MLM TELCO | S_ERRCOR

[ 0000001045] Aucune connexi on en attente.

MLM TELCO | S_ERRCR

[ 0000001046] Abonné sans suspensi on progranmree.

MM TELCO | S_ERROR

[ 0000001047] Abonné sans résiliation progranmée.

MLM TELCO | S_ERRCR

[ 0000001048] Abonné sans rétablissenent programre.

MLM TELCO | S_ERRCOR

[ 0000001049] Abonné sans activation programrée.

MLM TELCO | S_ERRCR

[ 0000001095] L abonné doit étre actif pour ce service.

MLM TELCO | S_ERROR

[ 0000001097] Le Numéro de Carte SI M (NSCE) n'existe pas.

MLM TELCO | S_ERRCR

[ 0000001098] Numéro de Carte SIM2 (NSCE) non rensei gneé.

MLM TELCO | S_ERRCR

[ 0000001101] Le Nunéro de Carte SIM 2 (NSCE) n'est pas

associ € a | abonnenent.

M_.M TELCO | S ERROR [ 0000001102] Le Service doit étre positionné sur
| ' abonnenent .

M.M TELCO | S ERROR [ 0000001103] Parametre d'entrée 'Type de carte
i ncorrect.

MLM TELCO | S_ERROR

[ 0000001104] Le service n'a pas pu étre ajouté sur
certains(s) abonné(s).

MLM TELCO | S_ERRCR

[ 0000001105] Aucun service n'a été positionné.

MLM TELCO | S_ERRCR

[ 0000001107] L' abonné carte de

renouvel | enent en cours.

posséde déja une
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Code

Detail

MLM TELCO | S_ERRCOR

[ 0000001108]
acti ve.

L' abonné ne posséde pas de carte de ce type

MLM TELCO | S_ERRCR

[ 0000001122]
est

i ncorrecte.

La val eur du paranetre Type de suspension

M_M TELCO | S_ERRCR

[ 0000001123]
i nval i de.

L' une des dates passée en paranetre est

MLM TELCO | S_ERROR

[ 0000001126]

Date d'effet incorrecte.

MLM TELCO | S_ERRCR

[ 0000001129]

Code nodification inexistant ou inactif.

MLM TELCO | S_ERRCR

[ 0000001132]

Demande non applicabl e.

MLM TELCO | S_ERROR

[ 0000001269]

Le N° d'abonnenent doit étre renseignés

MLM TELCO | S_ERROR

[ 0000001270]
suspensi on

L'"état de la ligne ne pernet pas sa

MLM TELCO | S_ERRCR

[ 0000001275]
étre résilié

| npossi bl e de suspendre un abonné qui va

MLM TELCO | S_ERRCR

[ 0000001277]

Iigne tern née

Cette option n'est pas valable pour une

MM TELCO | S_ERROR

[ 0000001279]
suspendu

On ne peut rétablir qu'un abonné déja

MLM TELCO | S_ERRCR

[ 0000001280]

[igne term née

Cette option n'est pas valable pour une

MLM TELCO | S_ERRCR

[ 0000001282]

Iigne principale

Cette option n'est pas disponible pour une

MLM TELCO | S_ERRCR

[ 0000001284]

Iigne tern née

Cette option n'est pas valable pour une

MM TELCO | S_ERROR

[ 0000001286]

Iigne principale

Cette option n'est pas disponible pour une

MLM TELCO | S_ERRCR

[ 0000001325]

Demande non appl i cabl e

MLM TELCO | S_ERRCR

[ 0000001326]

Demande i nconpati bl e avec tarif de | ' abonné.

MLM TELCO | S_ERRCOR

[ 0000001327]
demandée.

Servi ce i nconpati bl e avec ' option

MLM TELCO | S_ERROR

[ 0000001328]

Date effet obligatoire.

MLM TELCO | S_ERROR

[ 0000001334]

Résiliation inpossible.

MLM TELCO | S_ERRCR

[ 0000001335]

Résiliation inpossible

MLM TELCO | S_ERRCOR

[ 0000001357]

N° abonnenent obligatoire

MM TELCO | S_ERROR

[ 0000001360]

Date d'effet incorrecte.

MLM TELCO | S_ERRCR

[ 0000001364]

Le N° d'abonnenent est obligatoire.

MLM TELCO | S_ERRCR

[ 0000001366]

est obligatoire.

|a date de début des appels a rechercher

MLM TELCO | S_ERRCOR

[ 0000001367]

Le N° d'abonnenent est inconnu.
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Code

Detail

MLM TELCO | S_ERRCOR

[ 0000001368]
seuil .

Le nonbre d'itérations demandées dépasse | e

MLM TELCO | S_ERRCR

[ 0000001369] Le format de | a date de début est incorrect.

M_M TELCO | S_ERRCR

[ 0000001370] Le format de la date de fin est incorrect.

MLM TELCO | S_ERRCR

[ 0000001371] Le format de | ' heure de début est incorrect.

MLM TELCO | S_ERRCOR

[ 0000001372] Le format de |'heure de fin est incorrect.

MLM TELCO | S_ERRCR

[ 0000001375] Date & heure de fin de recherche inférieure
a date & heure de début.

MLM TELCO | S_ERROR

[ 0000002000] Action inpossible :
déconnect é.

cet abonné est suspendu/

M_.M TELCO | S_ERROR [ 0000002001] Cet ajout de service porte sur un abonné
suspendu/ déconnect é.
M.M TELCO | S ERROR [ 0000002008] Ne pas rensei gner Type nunméro et Nunéro s

N° d' abonnenent rensei gné

MLM TELCO | S_ERRCR

[ 0000002009] Ne pas renseigner N° d' abonnenent si

nunmero et Nungero rensei gnés

Type

MM TELCO | S_ERROR

[ 0000002010]
est renseigné

Nunméro doit étre renseigné si Type numéro

MLM TELCO | S_ERRCR

[ 0000002011] Type de numéro doit étre renseigné si Nungéro

est renseigné.

MLM TELCO | S_ERRCR

[ 0000002012] Le type de numéro n'est pas valide.

MLM TELCO | S_ERRCOR

[ 0000002013]
val i de

Le couple Type et Numéro DISE n'est pas

MM TELCO | S_ERRCR

[ 0000002014] N° abonnenent
sont pas rensei gnés

ou Type de nunero/ Numéro ne

MLM TELCO | S_ERRCR

Opération non réalisée. Veuillez vous rapprocher du
servi ce assi stance client au {0} pour plus de précisions.

UPDATE_| N_PROGRESS

Une requéte de mise a jour du statut de la SIMest déja
en cours pour cet abonnenent.

STATUS_NOT_ALLOWED

Le nouveau statut denmandé (<requested status>) n'est pas
conpati bl e avec | e statut courant (<current status>).

UPDATE_SI M_SUSPENDED

_NOT_BY_CUSTOMER

Opération interdite car la SIMn'a pas été suspendue par
le client.

SI' M_NOT_ENOUGH

La SIM doit avoir été activée pendant <duration> nois

_I N_ACTI VATI ON avant de pouvoir passer dans |''état activée pour test.
UPDATE_SI M La SIMsera activée a |la prem ére conmuni cati on
_STATUS_SLEEPI NG
MM TELCO | S | npossi bl e de se connecter a Dise (<error details>).

_ CONNECTI ON_ERROR

MM | NTERNAL_ERROR

Une erreur interne Malinma est survenue.
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Code

Detail

M_.M NETWORK STATUS ERRORErreur Requéte nal -fornée

M_.M NETWORK_ STATUS ERRORFor mat des coordonnées incorrect

M.M NETWORK_STATUS_ERRORCoor données XY ne correspondent pas a des coordonnées

en France

M_.M_NETWORK_STATUS_ERRORI nt erface Network Status indisponible

1. Connectivity

TableA.3.

Connectivity errors

Code

Detail

REQ BACKSI DE_CONNECTI ON_FAI LURE

Failed to establish a backside connection
with the back-end service

(500) Network connection error between technical platform and
WSP server.

GENERAL

Internal Error

(500) SOAP message specify an unknown operation name like
"operation_C" or SOAP message hasamissing >' for the closing
tag soapenv:Envelope.

REQ SERVI CE_NOT_FOUND

The back-end service could not handle the
request because it has not found any service
corresponding to the received request

(500) Serviceisnot available.

I OSW UNKNOWN_ERROR

An unknown error has occured during the
processi ng of the request/response

(500) « Internal error » of the technical platform.

REQ. AUTHENTI CATI ON_FAI LURE

The credentials provided are not valid

(401) Unauthorized.

REQ AUTORI SATI ON_FAI LURE

The client is not authorized to consune the
requested service

(500).

REQ SERVI CE_AUTHENTI CATI ON_FAI LURE

The credentials provided by the service
broker when connecting to the back-end
service are not valid

(500).
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Code

Detail

REQ SERVI CE_AUTORI SATI ON_FAI LURE

The service broker is not authorized to
consune the requested back-end service

(500).

REQ SCHEMA VALI DATI ON_ERROR

The request sent by the client does not
conformto the xml schena of the service

(500) Schema Validation Error.

| OSW XM._THREAT_ERROR

An xm threat was detected by the technical
val i dation platform

XML Threat protection, attacks, XDoS.

MESSAGE_TOO LARGE

The size of the request or response nessage
is too large

XML Threat protection - Message too large.

REQ SERVI CE_| NTERNAL_ERROR

The service failed to respond to the request
because of an internal error

Server Internal error.
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Appendix B. Class diagrams

1. Orange.Api.Common namespace

Figure B.1. Orange.Api.Common Model

|
|

| ConfigurationException | FunctionalException | TechnicalException

Class Class Class
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I I
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4 KEY CONFIG_ACCESS KEY P APTWebProvy
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2. Orange.Api.Malima namespace

 orangeApiserviee (%

Figure B.2. Orange. Api.Malima M odel

Abstract Class

——

Malima
Abstract Class
=+ OrangespiSetvice

FaY

i MalimasubscriptionStatus
lass

= Malirma

.,

MalimaConnectivityDirectory
lass

= Malirma

.,

MalimasimLifecycleManagement
lass

= Malirma

.,

MalimaConsumptionTracking
lass

= Malirma

.,

i MalimaMetworkStatus
Class

= Malirma

.,
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lass

= Malirma

.,

MalimasessionHistory
lass
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